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Abstract— This paper introduces EdgeWidgets, a versa-
tile IoT platform designed for environmental monitoring
applications. The platform integrates a Bosch BNO055
inclinometer with an ESP32 C3 SuperMini microcon-
troller and implements a dual-protocol communication
layer (HTTP and MQTT). Our experimental evalua-
tion shows that MQTT achieves approximately 26.1%
lower latency compared to HTTP, with significantly
more consistent performance. These results demonstrate
the substantial performance benefits of MQTT’s persis-
tent connection design for monitoring in connectivity-
challenged environments.

I. INTRODUCTION

Natural disasters such as landslides affect thousands of
people annually worldwide, with particularly devastating
consequences in regions with steep terrain, high rainfall,
and vulnerable populations [1]. According to recent World
Economic Forum analysis [2], extreme weather events and
climate-related disasters caused economic losses of approxi-
mately $1.5 trillion in the 2010-2019 decade, with landslides
among the most devastating events. In Brazil, particularly
in the metropolitan region of Recife, landslide risks are
exacerbated by dense urbanization, irregular settlements,
and heavy tropical rains, placing thousands of lives at risk
annually during the rainy season [3]. Studies such as Brito
[4] have highlighted the need for comprehensive monitoring
solutions for landslide-prone areas in the region.

The integration of Internet of Things (IoT) technologies
offers a promising approach to address these challenges. We
propose EdgeWidgets, a versatile IoT platform designed for
environmental monitoring applications. While our evaluation
uses landslide monitoring as a test case, the system architec-
ture supports other use cases. The platform features organi-
zation based on monitoring points and projects, and flexible
protocol configuration. It combines sensor hardware with a
modular software architecture supporting both HTTP and
MQTT communication protocols. This provides flexibility
for deployment scenarios and allows for optimization based
on network conditions.

A key feature of our implementation is the inclusion
of edge processing capabilities for performance analysis,
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providing detailed insights into protocol behavior directly
at the device level. The tilt sensor used in our evaluation
was specifically chosen to validate the platform’s hardware
connectivity features and to emulate real-world inclination
measurements.

To guide our investigation, this work addresses the follow-
ing research questions:

RQ1: How can a modular IoT architecture be designed to
support resilient and real-time environmental monitoring in
regions with unstable connectivity?

RQ2: What are the latency and reliability trade-offs be-
tween HTTP and MQTT protocols when applied to tilt-based
sensing in constrained environments?

RQ3: How can edge computing capabilities enhance pro-
tocol performance analysis for IoT environmental monitoring
systems?

Our key contributions include:
• Development of a modular IoT platform integrating hard-

ware sensors and cloud services optimized for environ-
mental monitoring.

• Implementation of a real-time data visualization system
with configurable dashboards for immediate assessment.

• Design of a dual-protocol communication architecture with
empirical validation through comparative latency analysis
between HTTP and MQTT protocols.

• Edge-based performance analysis methodology that en-
ables end-to-end latency measurement without requiring
clock synchronization.
The remainder of this paper is organized as follows. Sec-

tion II reviews related work in IoT-based environmental mon-
itoring systems and protocol comparisons. Section III details
our research methodology, including system understanding,
development process, and evaluation approach. Section IV
presents the system architecture with emphasis on its dual-
protocol communication strategy. Sections V and VI describe
the hardware and software implementations, respectively.
Section VII presents our experimental evaluation comparing
HTTP and MQTT protocols. Finally, Section VIII concludes
the paper with a summary of findings and directions for
future work.

II. RELATED WORK

Several studies have focused on leveraging IoT for environ-
mental monitoring and disaster mitigation, with emphasis on
early warning systems. While significant research on mul-
tiparametric sensor models for landslide monitoring exists



[4], most prior work focuses primarily on physical sensor
array design without addressing the complete data pipeline
needed for real-time monitoring systems. Froude and Petley
[9] analyzed global landslide data but did not address the
technological solutions needed for early detection.

Edge computing has emerged as a key theme for enhanc-
ing IoT system performance. Ficili et al. [7] presented an
approach to combine IoT, cloud computing, edge computing,
and AI, exploring how the integration of these technologies
enables real-time decision-making and predictive analytics.
Andriulo et al. [8] structured a review of edge and cloud
computing architectures for IoT applications, revealing that
edge computing excels in reducing latency and enhancing
data privacy through localized processing. Their systematic
analysis demonstrates that hybrid approaches combining
edge and cloud systems present promising solutions by
optimizing bandwidth utilization and supporting low-latency
applications in IoT ecosystems.

Ismail et al. [10] conducted a comprehensive performance
evaluation of open-source IoT platforms, specifically Things-
Board and SiteWhere, comparing HTTP RESTful Applica-
tion Programming Interface (REST API) and MQTT proto-
cols under various load conditions. Their research demon-
strates how protocol selection significantly impacts platform
scalability and stability, especially under high device loads.
The authors found that MQTT exhibited better CPU utiliza-
tion compared to REST APIs when testing with high message
rates.

Kenitar et al. [11] evaluated MQTT protocol latency over
different gateway implementations using the Node-RED tool
for simulation, focusing on measuring end-to-end latency
in transferring data from field devices to cloud platforms,
which closely aligns with our evaluation approach. Laha et
al. [5] provided a comprehensive review of IoT-based envi-
ronmental monitoring systems, highlighting the importance
of energy efficiency and communication reliability.

The choice between HTTP and MQTT can significantly
impact system performance and reliability. Jara Ochoa et al.
[6] conducted an comparative analysis of power consumption
between MQTT and HTTP protocols in IoT platforms,
confirming that MQTT consumes less power than HTTP in
long-term monitoring operations.

TABLE I: Methodological Comparison of EdgeWidgets with
Related Research

Research Aspect EdgeWidgets Ismail et al. [10] Kenitar et al. [11]
Methodological Aspects
Protocol evaluation ✓ ✓ ✓
Latency measurement ✓ ✓ ✓
Testing approach Real-world Simulated Simulated
Research Focus
Protocol comparison ✓ ✓ ✓
Dual-protocol study ✓ ✓ ×
Technical Contributions
Implementation ✓ ✓ Simulated
Modular architecture ✓ Evaluated only ×
Edge-based analytics ✓ × ×

Our work differs from previous research in its specific
focus on environmental monitoring with empirical protocol

comparison using actual sensor hardware in controlled real-
world conditions. EdgeWidgets extends these approaches
through a implementation with empirical protocol validation
in a practical environmental monitoring context, creating a
contribution that bridges existing gaps in the literature. As
shown in Table I.

III. METHODOLOGY

This section presents the research methodology, development
process, deployment configuration, latency testing, and eval-
uation scope followed in the development and evaluation of
EdgeWidgets.

A. Development Process

The development followed an iterative approach with three
main phases:
1) Hardware prototype development and sensor calibration.
2) Software architecture design and implementation.
3) Integration testing and field deployment preparation.

B. Deployment and Configuration

The system was deployed with standardized configurations to
ensure consistent testing: Sensor sampling rate: 2 seconds;
Network environment: controlled local Wi-Fi and protocol
testing: HTTP and MQTT implementations with 150 samples
each.

C. Latency Testing

Our evaluation focused on comprehensive end-to-end latency
measurement using an edge-based approach. We developed
a specialized Arduino firmware for the ESP32 that im-
plemented both HTTP and MQTT protocols and included
microsecond-level timing instrumentation. This edge com-
puting approach allowed us to measure the complete round-
trip latency from data acquisition to acknowledgment receipt
without requiring complex clock synchronization between
devices and servers.

For HTTP testing, the firmware established a connection
to the EdgeWidgets API endpoint and sent orientation data
via POST requests. Latency was measured from the moment
the request was initiated to when the HTTP response was
received from the server.

For MQTT testing, a different approach was implemented
where the device maintained a persistent connection to the
MQTT broker. The device published sensor data to a central
topic (‘devices/data‘) and subscribed to a device-specific
response topic (‘devices/deviceID/data-received‘). This bidi-
rectional communication pattern allowed measurement of the
complete message round-trip time.

The latency calculation formula used was:

Latency = Tresponse − Trequest (1)

Where:
• Trequest: microsecond timestamp when the data was sent

from the device.
• Tresponse: microsecond timestamp when the acknowledg-

ment was received.



This direct measurement approach eliminated the need for
server-client clock synchronization and provided comparable
latency metrics for both protocols. Serial output logs from
the ESP32 were collected and processed using Python scripts
to generate statistical analyses and visualizations.

D. Statistical Analysis

To ensure statistical rigor, we collected 150 sequential mea-
surements for each protocol under identical network condi-
tions. This sample size was selected to provide sufficient
statistical power for our analysis. The data was analyzed
using Student’s t-test to determine if the observed differences
in latency between protocols were statistically significant. We
used a significance level of α = 0.05 for all statistical tests.

IV. IOT SYSTEM ARCHITECTURE

This section presents the EdgeWidgets system architecture,
dual-protocol communication strategy, and implementation
details.

A. System Overview

The platform is organized into an interconnected layered
architecture that provides comprehensive monitoring capa-
bilities, as illustrated in Fig. 1. The Sensor Layer consists
of physical devices with a BNO055 sensor, responsible for
capturing high-resolution orientation data directly from the
field environment. In the Processing Layer, an ESP32 C3 Su-
perMini performs data acquisition from the sensor, prepares
it for transmission, and conducts performance analysis.

Fig. 1: EdgeWidgets System Architecture Overview

The Networking Layer implements a dual-protocol trans-
mission model supporting MQTT over Transmission Control
Protocol (TCP) and RESTful HTTP. This layer is designed
to dynamically adapt to heterogeneous deployment scenarios,
balancing power consumption, overhead, and compatibility.

Data is received and processed by a Node.js backend
running on Google Cloud Run in the Server Layer, which
manages all system logic and Application Programming
Interface (API) endpoints. The Server Layer handles backend
logic and protocol abstraction. The Storage Layer leverages
MongoDB Atlas, a cloud-native NoSQL database optimized
for time-series telemetry, supporting horizontal scaling and
redundancy. Finally, the Application Layer delivers real-time
dashboards via a React-based frontend hosted on Netlify.

B. Dual-Protocol Communication Strategy
To ensure adaptability across diverse deployment environ-
ments, EdgeWidgets implements a dual-protocol communi-
cation strategy combining HTTP and MQTT. This design
enables the platform to balance compatibility, latency, and
power efficiency, aligning with the requirements of con-
strained IoT deployments.

1) HTTP-based Communication
HTTP-based communication relies on standard RESTful
APIs, where sensor nodes transmit data via stateless POST
requests to the backend server. This method provides high
compatibility with existing web infrastructure, facilitating
rapid integration and debugging.

Device authentication is performed using API keys em-
bedded in each request, ensuring secure communication
over encrypted channels. Data payloads include orientation
readings, device identifiers, and high-resolution timestamps
for latency evaluation.

2) MQTT-based Communication
MQTT-based communication adopts a lightweight pub-
lish/subscribe model well-suited for IoT scenarios with lim-
ited bandwidth and intermittent connectivity. Devices main-
tain persistent TCP connections to an EMQX broker hosted
on Railway, significantly reducing connection overhead.

C. System Resilience Features
EdgeWidgets achieves resilience through its dual-protocol
communication strategy and cloud-based infrastructure. The
platform’s ability to operate with both HTTP and MQTT
protocols provides flexibility for different network condi-
tions, enabling adaptation to varying connectivity scenarios
including intermittent connections and network congestion.
The cloud services (Google Cloud Run and MongoDB Atlas)
offer built-in redundancy and auto-scaling capabilities that
ensure continued operation during varying load conditions,
while MQTT’s persistent connection model and HTTP’s
stateless nature provide complementary approaches to handle
network instability. For severe conditions such as frequent
disconnections or high packet loss, the system leverages the
underlying cloud provider resilience mechanisms to maintain
service availability.

V. HARDWARE IMPLEMENTATION
This section presents the tilt sensor design and communica-
tion architecture, further addressing RQ1 and RQ3 through
detailed hardware implementation. It is important to note
that the tilt sensor was specifically chosen to validate the
platform’s connectivity features and to emulate real-world
inclination measurements for our landslide monitoring test
case.

A. Tilt Sensor Design
The tilt sensor is housed in a specially designed PVC
enclosure created using 3D printing technology. The internal
circuit configuration includes the Bosch BNO055 sensor
positioned to detect angular variations, which are critical
for identifying progressive ground movement indicative of



potential landslide initiation, a critical concern in landslide
monitoring systems as identified by Brito [4].

The BNO055 was selected for its integrated fusion algo-
rithms that combine accelerometer, gyroscope, and magne-
tometer data to provide orientation information. This sensor
achieves a resolution of 0.01 degrees. The ESP32 C3 Super-
Mini was chosen for its combination of processing power,
wireless connectivity options, and low power consumption,
addressing the practical needs of RQ1 for real-time monitor-
ing in resource-constrained environments.

Fig. 2: Tilt Sensor Orientations in field deployment config-
uration

B. Communication and Edge Computing Architecture
Fig. 3 illustrates how the ESP32 C3 SuperMini acts as
both a communication bridge and an edge computing node.
This dual role enables not only data transmission but also
sophisticated performance analysis directly at the device
level, addressing RQ3 by leveraging edge computing for
protocol evaluation.

In both communication modes (HTTP and MQTT), sensor
data is acquired over Inter-Integrated Circuit (I²C), for-
matted into JavaScript Object Notation (JSON) payloads,
and transmitted to the backend. The BNO055 sensor per-
forms the internal sensor fusion and preprocessing, providing
orientation data that is ready for transmission. The edge
computing capabilities include microsecond-level timing for
performance monitoring, protocol-specific payload format-
ting, and statistical data collection.

For MQTT-based transmission, the ESP32 C3 SuperMini
maintains a persistent TCP connection to the EMQX broker,
publishing data to the devices/data topic using QoS level 1 to
ensure at-least-once delivery. It also subscribes to a device-
specific response topic for latency measurement. For HTTP
communication, the device performs stateless REST API
calls and measures the complete request-response cycle time.
The edge software implements intelligent error handling and
reconnection logic to ensure reliable operation in challenging

network environments.

Fig. 3: Tilt Sensor to System Communication Diagram

VI. SOFTWARE ARCHITECTURE
This section presents the backend and frontend architectures
of the system, focusing on their implementation details that
address RQ1 through modular design.

A. Backend Architecture

Fig. 4: Backend Processing Flow and Microservices Archi-
tecture

The backend system employs an architecture built on
Node.js and Express, deployed on Google Cloud Run for
optimal scaling and reliability. This service-oriented design
aligns with the requirements of real-time environmental
monitoring by enabling distributed processing, efficient re-
source allocation, and resilience against partial failures -



directly addressing the system-level goals outlined in RQ1,
as illustrated in Fig. 4.

The backend architecture encompasses several specialized
services that work together to provide comprehensive sys-
tem functionality. The backend interacts with data received
from HTTP and MQTT through its public communication
interface, acting as an HTTP server and MQTT client. It
verifies the received API key and, if access is confirmed,
allows the information to be stored in the respective project.
Through its private API (authenticated), exclusively available
via HTTP, it enables operations on the system’s online
interface (configurations and visualization of existing data).
The architecture includes:

The architecture includes the Authentication Service com-
posed by Public and Private API to manages user registration,
login workflows, and token-based authentication; Project
Service that handles organizational aspects including project
creation and multi-level access control; Device Service that
manages registration, data ingestion pipelines, and telemetry
storage. Also acting as a communication abstraction layer,
processing incoming data from both HTTP endpoints and
MQTT subscriptions; and additional services to handle func-
tionalities like Monitoring Points, Widgets, Dashboards, For-
mulas and Alerts. The data generated in services are stored
in MongoDB Atlas (cloud-managed NoSQL database).

B. Frontend Architecture
The frontend is implemented as a React application, employ-
ing a component-based architecture that enhances reusability
and maintainability. The user accesses the system, logs in,
configures a new project, sets up a new monitoring point,
and then receives an API Key that can be used for HTTP
and MQTT transmissions.

VII. EXPERIMENTAL EVALUATION
This section presents the experimental setup, latency calcu-
lation methodology, and detailed results of the performance
evaluation, specifically addressing RQ2 and RQ3 through
empirical protocol comparison. While our evaluation uses
landslide monitoring as a test case, the findings may apply
to various environmental monitoring applications supported
by the platform.

A. Experimental Setup
The experimental testing environment was designed to simu-
late real-world deployment conditions while enabling precise
measurement of system performance. A single tilt sensor
unit, consisting of an ESP32 C3 SuperMini microcontroller
connected to a Bosch BNO055 sensor.

The experiment was conducted using specialized firmware
developed for the Arduino platform and uploaded to the
ESP32. Each test session ran for approximately 5 minutes,
with data collected at 2-second intervals, resulting in 150
sequential measurements for each protocol. The collected
data was transmitted while simultaneously being logged to
the serial port for detailed analysis.

The edge device leveraged its computing capabilities
to perform performance analysis, maintaining statistics on

transmission attempts, successes, failures, and timing in-
formation. This data was then post-processed to generate
the comprehensive statistical analysis presented in this pa-
per, addressing RQ3 regarding edge computing’s role in
performance analysis. Both firmware implementations were
configured with identical sensor sampling rates to ensure
consistent data generation.

B. Results and Discussion
1) Protocol Performance Comparison
Table II presents the statistical analysis of end-to-end la-
tency measurements for both protocols. MQTT exhibited
significantly lower average latency (911.84 ms) compared
to HTTP (1,233.51 ms), representing an improvement of
approximately 26.1%. This substantial difference was con-
firmed to be statistically significant using a t-test (t=13.26,
p<0.0001).

TABLE II: Statistical Comparison of End-to-End Latency
(ms)

Metric HTTP MQTT
Mean 1,233.51 911.84
Median 1,150.73 910.15
Minimum 929.77 648.32
Maximum 2,998.86 1,409.42
Standard Deviation 290.18 119.95
Sample Size 150 149*
*One MQTT sample had no data and was excluded from analysis

Fig. 5: Distribution of Latency Values During Testing Period

Fig. 6: Latency Variation Over Time



Figure 5, illustrates the distribution of latency values for
each protocol. The lower variability of MQTT can be at-
tributed to its persistent connection model, which eliminates
the overhead of connection establishment for each trans-
mission. HTTP, in contrast, demonstrated periodic latency
spikes reaching up to 2,998.86 ms during periods of net-
work congestion, while MQTT maintained more consistent
performance with maximum latencies around 1,409.42 ms.

MQTT demonstrated lower variability (standard deviation:
119.95 ms) compared to HTTP (standard deviation: 290.18
ms). Figure 6 shows the latency variation over time for both
protocols. The graph illustrates the more stable performance
profile of MQTT compared to the higher variability exhibited
by HTTP.

2) T-Student Analysis
To verify the statistical significance of the observed differ-
ences, we conducted a t-test with the following hypotheses:
• Null Hypothesis (H0): There is no significant difference

in latency between HTTP and MQTT protocols.
• Alternative Hypothesis (H1): There is a significant dif-

ference in latency between HTTP and MQTT protocols.
The test yielded a t-statistic of 13.26 with 297 degrees of

freedom and a p-value less than 0.0001. The 95% confidence
interval for the mean difference was [274.13, 369.21] ms.
These results provide strong statistical evidence to reject
the null hypothesis, confirming that MQTT protocol has
significantly lower latency than HTTP protocol in our testing
environment.

3) Platform Comparison Analysis
While direct quantitative comparison with existing platforms
is challenging due to different testing environments and
metrics, our results align with the general trend observed
in the literature favoring MQTT over HTTP for IoT applica-
tions. Ismail et al. [10] demonstrated MQTT’s superior CPU
utilization under high device loads, while our work extends
this understanding to edge-based latency analysis in envi-
ronmental monitoring scenarios. The latency improvement
observed in the platform results provides empirical evidence
supporting MQTT’s persistent connection benefits in real-
world deployment conditions, complementing the platform
scalability insights from previous simulated studies.

C. Summary
The experimental results provide statistical evidence support-
ing the use of MQTT for reliable, low-latency transmission in
constrained environments. While HTTP remains viable and
compatible with existing web infrastructure, MQTT’s persis-
tent connection architecture provides measurable advantages
in terms of reduced latency and lower variability. These
findings directly address RQ2 regarding protocol trade-offs
and RQ3 on the value of edge-based performance analysis
in IoT environmental monitoring systems.

VIII. CONCLUSION
EdgeWidgets is designed as a versatile IoT solution ap-
plicable to environmental sensing scenarios. Its features

- including organization based on monitoring points and
projects, flexible protocol configuration, and edge-based per-
formance analysis - make it suitable for numerous monitoring
applications.

Regarding our research questions, the modular architecture
with layered services enables real-time, low-infrastructure
deployments with reliable operation, as practically demon-
strated through the layered hardware and software implemen-
tation that decouples sensing, processing, communication,
and visualization components. MQTT achieved 26.1% lower
latency and 58.7% lower variability than HTTP, while edge
computing capabilities enabled protocol comparison without
complex clock synchronization.

Future work will focus on enhancing communication re-
silience through alternative connectivity options and protocol
evaluation (including CoAP and AMQP), implementing ad-
ditional mechanisms for local data storage and retry logic,
conducting comprehensive bandwidth efficiency analysis to
optimize data transmission, integrating predictive analytics
for early warning capabilities and expanding edge processing
capabilities to include local alert generation systems.
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