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Abstract. Network slicing represents a core technology to improve het-
erogeneous Quality of Service (QoS) in 5G and beyond. However the
e�ective network slicing implementation is challenging due to the di-
verse QoS requirements and dynamic conditions in 5G networks. Ma-
chine learning techniques have emerged as a viable solution to mitigate
network slicing complexity in 5G. Moreover, the use of machine learning
techniques introduces potential vulnerabilities that can lead to severe
security risks. In this paper, we propose a structured �ve-stage pipeline
to analyze the trade-o�s between predictive performance, computational
e�ciency, and adversarial robustness in MLP-based 5G tra�c classi�ca-
tion. Feature selection using Mutual Information and PCA reduced the
original feature set by more than 50% while preserving accuracy. Hyper-
parameter optimization further decreased CPU usage and training time
with minimal performance loss. However, adversarial evaluation under
FGSM and PGD attacks revealed a signi�cant degradation in perfor-
mance as the intensity of the perturbation increased. The adversarial
training strategies improved robustness at di�erent levels of perturba-
tion, albeit with increased computational cost.
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1 Introduction

The Fifth Generation of Mobile Networks (5G) has been deployed, promoting
high bandwidth, low latency, and support for a high density of connected devices.
These capabilities foster a wide range of applications, including autonomous ve-
hicles, augmented reality, and the Internet of Things (IoT), which are catego-
rized into three service classes, Ultra-Reliable and Low-Latency Communications
(URLLC), enhanced Mobile Broadband (eMBB), and massive Machine-Type
Communications (mMTC). To address this growing service diversity, network
slicing (NS) has emerged as an key enabler, allowing the creation of special-
ized end-to-end logical networks (slices) over a shared physical infrastructure
[1]. This approach extends network capabilities to a broad range of verticals
with diverse requirements in terms of latency, throughput, density connection,
and reliability [2].
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However, managing multiple slices and e�ciently assign users and resources
across these slices pose signi�cant challenges, where traditional techniques of-
ten fail to handle the dynamic and diverse needs of 5G users/tra�cs, In this
respect, Arti�cial Intelligence (AI) and Machine Learning (ML) techniques have
been widely explored [3] to enhance the network performance and intelligently
classify network slices in real-time, where neural network-based solutions have
shown notable capability in modeling complex patterns and optimizing decisions
regarding network slice management.

For instance, [4] uses traditional and incremental learning combined with
Convolutional Neural Networks (CNN) to select the most suitable slice for dif-
ferent users and device types. The authors in [5] adopt ML models, including
Random Forest, XGboost, Gradient Boosting Decision Tree (GBDT), and K
Nearest Neighbor (KNN), for tra�c classi�cation, enabling dynamically con�g-
uration and optimization of slice resources based on user tra�c demands. Sim-
ilarly, [6] proposes a Federated Learning (FL) framework integrated with CNN
for service assignment in slicing-based 5G networks. By predicting the load on
each network slice, the solution allocates the incoming tra�c to the most suitable
slice, demonstrating performance gains over centralized CNN-based approaches.
Although these proposals present valuable insights and promising results, they
evaluate the solutions and network performance without exploring potential vul-
nerabilities and anomalies that may potentially a�ect their behaviors, thereby
limiting their robustness. In contrast, the authors in [7] explore security issues in
5G network slicing. Their discussion is centered on 5G network slicing, investigat-
ing attack vectors and mitigation approaches across 5G layers such as orchestra-
tion, virtualization, and inter-slice communication. Their �ndings highlight the
need for layered defenses, AI-driven monitoring, and architectural isolation as
critical components to enhance the resilience of 5G slicing deployments. How-
ever, the authors do not employ AI/ML solutions, and, consequently, overlook
adversarial attacks against their structures.

Adversarial attacks pose signi�cant challenges to AI/ML-based approaches,
as they introduce carefully crafted perturbations into input data (e.g., adver-
sarial tra�c samples) with the objective of manipulating model predictions.
These perturbations can lead the system to produce highly con�dent yet incor-
rect classi�cations, thereby compromising reliability. Consequently, designing or
evaluating tra�c classi�ers solely in adversarial attack-free environments may
conceal robustness limitations that would emerge under real-world conditions.
Therefore, a comprehensive investigation of AI/ML-based tra�c classi�cation
solutions for slicing-based 5G networks is required, considering not only classi-
�cation accuracy and resource e�ciency but also robustness against adversarial
threats.

In this context, this work proposes a systematic pipeline that encompasses
multiple stages of the machine learning development process, including data pre-
processing, feature selection strategies, hyperparameter optimization, adversarial
attack and training. The proposed methodology evaluates robustness, training
and inference time, and computational resource consumption (CPU and mem-
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ory) under various adversarial attack types and intensities, as well as di�erent
defense mechanisms. We apply the methodology to a Multi-Layer Perceptron
(MLP)-based tra�c classi�er, as this model type is widely adopted for classi�-
cation tasks and captures of nonlinear relationships between tra�c metrics and
quality-of-service requirements, contributing to more e�cient and adaptive net-
work slice management [8]. Results revealed that the model is able to maintain
strong accuracy and F1-score metrics with a reduction of more than 50% of the
original attributes, furthermore, the hyperparameter optimization stage reduced
the CPU mean usage by 42% during training time, with a loss of less than 1%
in accuracy. Under Fast Gradient Sign Method (FGSM) and Projected Gradient
Descent (PGD) attacks, performance degraded signi�cantly, but the adversar-
ial defenses were able to maintain accuracy above 0.8 on realistic perturbation
values, at the cost of a signi�cant increase in training time.

This paper is structured as follows. Section 2 presents the proposed method-
ology and explains the pipeline structure. Section 3 analyzes the results, and
�nally, Section 4 concludes the paper and outlines directions for future research.

cial Intelligence (AI) techniques have been widely explored [3]. Among these
techniques, neural network-based models have demonstrated signi�cant capabil-
ity in modeling complex patterns and optimizing decisions related to network
slice management and the use of MLP enables the capture of nonlinear relation-
ships between tra�c metrics and quality-of-service requirements, contributing
to more e�cient and adaptive management. [8]

2 Proposed Methodology

To ensure a structured and reproducible evaluation, the proposed framework
is organized into �ve sequential stages, covering data preprocessing, feature se-
lection, model training, and robustness assessment. Di�erent feature selection
strategies, model con�gurations, and perturbation intensities are investigated to
analyze their impact on predictive performance and computational cost.

The optimized model is subsequently evaluated under adversarial attacks tar-
geting tra�c classi�cation into network slices. Furthermore, adversarial training
strategies are incorporated to increase robustness by integrating dynamically
generated perturbed samples into the model training. Fig. 1 presents the struc-
tural diagram of this pipeline.

2.1 Stage 1 - Data Cleaning

The dataset consists of ARFF and CSV �les representing global 5G tra�c and
speci�c subsets of slices (eMBB, mMTC, and URLLC), containing tra�c statis-
tics and information related to attacks [9]. Data preprocessing was performed
using Pandas [10] and included the removal of non-informative attributes, im-
putation of missing values, and categorical coding. Columns with an excess of
missing values or index-like behavior were discarded; some of these columns had
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Fig. 1. Proposed methodological pipeline illustrating the �ve main stages.

approximately 95% missing values. Missing values were treated according to fea-
ture semantics: speci�c TCP attributes were �lled with -1 to represent non-TCP
�ows, and the remaining numerical features were imputed using the median.
Categorical variables were converted to numeric format via one-hot coding, and
the target's binary label was coded as 0 (Benign) and 1 (Malicious). After pre-
processing, no missing values remained in the dataset.

2.2 Stage 2 - Feature Selection

The second stage aimed to reduce dimensionality while preserving discriminative
power and minimizing computational cost. Two feature-ranking strategies were
independently computed, Mutual Information (MI) and Principal Component
Analysis (PCA). The former is a measure of dependence between two variables.
It computes the mutual information between each feature and the target class
(label). The main idea is to estimate an MI value where, the higher the value,
the more related the feature is to the label. This estimation is performed using
non-parametric methods, which are based on nearest-neighbor distances, without
assuming linear models or data normalization. The function used to perform this
calculation was mutual_info_classif from the sklearn library [11], which follows
Eq. 1, where H(y) represents the entropy of target variable and H(Y | X)
denotes the conditional entropy given feature X.

I(X;Y ) = H(Y )−H(Y | X) (1)

The PCA is a technique for linear dimensionality reduction that projects
data into a new lower-dimensional space while capturing the maximum possible
variance. This technique �rst centers the data by subtracting the mean of each
feature. It then computes the Singular Value Decomposition (SVD), or alter-
natively the eigenvalues and eigenvectors of the data covariance matrix. From
this point, the components are ordered according to the amount of explained
variance, and the original data are projected into a new space de�ned by the
principal components. [12]. Eqs. 2, 3, and 4 describe the PCA computation,
which is also obtained by using the sklearn library decomposition.PCA. Eq. 2
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de�nes the covariance matrix of a centered data matrix X̃. The principal com-
ponents are obtained by solving the eigenvalue problem de�ned in Eq. 3, and
the projection onto the �rst k principal components is given by Eq. 4.

S =
1

n− 1
X̃T X̃ (2)

Svi = λivi (3)

Z = X̃Vk (4)

After computing the MI and PCA values for each feature, threshold val-
ues were de�ned to eliminate features with low scores. The thresholds were set
to MI = 0.1 and PCA = 0.002. Features with scores below these thresholds
were discarded. These threshold values were determined after observing a sig-
ni�cant drop in the scores beyond these points. Only features simultaneously
selected by both MI and PCA were retained. This strategy prioritizes robust-
ness and consensus between statistical relevance and contribution to variance.
A feature selected exclusively by MI may have high relevance to the target, but
may present redundancy with other features or represent high-variance noise. A
feature selected exclusively PCA may explain the variability of the data well,
but have little relation to what is desired to be predicted. A feature that passes
both �lters simultaneously demonstrates that it is relevant to the target MI
and structurally representative of the data PCA � reducing the probability of
including redundant variables.

The models were trained incrementally using increasing values of K (number
of most relevant features), starting with the 5 most relevant obtained in the
previous step and incrementing by another 5, and so on. The goal was to deter-
mine the point at which increasing dimensionality no longer produces signi�cant
performance gains.

2.3 Stage 3 - Hyperparameter Optimization

Once the optimal feature scenario and corresponding value of K were deter-
mined, hyperparameter optimization was performed the primary objective of
this stage was not necessarily to maximize predictive performance metrics such
as accuracy, F1-score, or AUC (Area Under the Curve), but rather to identify hy-
perparameter con�gurations that optimize the model in terms of computational
resource consumption.

A manual grid search was conducted, exploring combinations of the following
hyperparameters: number of hidden units, dropout rate, learning rate, and batch
size. To evaluate the con�gurations at this stage, a resource score was de�ned as
the mean of the normalized values of three computational metrics: average CPU
usage, average RAM consumption, and training time. The �nal model selection
followed a two-step criterion: the con�gurations were �ltered based on predictive
performance, and among the best-performing candidates, the con�guration with
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the lowest feature score was selected, ensuring a balance between predictive
e�ectiveness and computational e�ciency.

2.4 Stage 4 - Adversarial Attacks

After model optimization, adversarial samples were generated using the K main
features selected in the feature selection step. Two adversarial attacks were con-
sidered, the FGSM and PGD. The FGSM is a single step attack designed for
computational e�ciency. It generates an adversarial example by computing the
gradient of the loss function with respect to the input and adding a perturbation
proportional to the sign of that gradient, moving the sample in the direction that
maximizes the model's error [13]. The formula used to generate the perturbed
image x′ from the original input x is, where ϵ is a parameter that controls the
magnitude of the perturbation, ensuring that the modi�cation remains subtle.
Although computationally e�cient, FGSM can be mitigated relatively easily
through basic adversarial training [13].

x′ = x+ ϵ · sign (∇xL(θ, x, y)) (5)

To overcome the limitations of FGSM, PGD was proposed as a more pow-
erful iterative variant. PGD applies the FGSM principle multiple times using
smaller step sizes (determined by a factor α), projecting the result back into a
permissible neighborhood around the original sample after each iteration. This
iterative process enables a more thorough exploration of the input space, making
PGD one of the most e�ective �rst-order attacks and a standard benchmark for
evaluating model robustness. [14]

All perturbations were applied to the scaled feature space to ensure numerical
stability during gradient calculation. The bounds of each feature were calculated
from the training set and stored as minimum and maximum per feature to ensure
semantic consistency. A feature-level attack domain was loaded from the pipeline
cache �le. This domain contains: a binary mask indicating which features can
be perturbed, minimum and maximum bounds of the raw space derived from
the training data, and index lists identifying integer and binary features. Dur-
ing attack generation, the gradient-based perturbation was �rst calculated on
the scaled space and then multiplied by the attack mask, ensuring that only
valid dimensions were modi�ed. Features marked as non-perturbable remained
unchanged.

After perturbation, adversarial samples were clipped to the scaled training
boundaries and subsequently projected back onto the raw feature space using
the inverse transformation of the tuned StandardScaler. The samples were then
rescaled before being used for inference. This projection procedure ensures that
the generated adversarial tra�c remains realistic and consistent with the do-
main constraints, rather than producing mathematically valid but semantically
impossible samples.

Adversarial perturbations were generated directly through TensorFlow's au-
tomatic di�erentiation mechanism tf.GradientTape, enabling explicit computa-
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tion of gradients with respect to the input features. No external adversarial ma-
chine learning libraries were used; instead, all attack routines were implemented
manually. Furthermore, attacks were applied to the model at di�erent intensity
levels (ϵ values = [0, 0.05, 0.1, 0.15, 0.2, 0.25, 0.3 ]) to verify the robustness of
a model without adversarial training.

2.5 Stage 5 - Adversarial Training

Adversarial Training was implemented directly inside the mini-batch optimiza-
tion loop rather than as a pre-generated dataset augmentation step. During each
epoch, training samples were shu�ed and processed in batches. For every clean
batch, adversarial counterparts were generated on-the-�y using the same attack
con�guration and feature-level constraints described previously.

Importantly, the adversarial samples were not permanently stored in memory
nor added to the dataset. Instead, they were dynamically computed for the
current batch, designed for the realistic domain, and used immediately in the
gradient update step, where a 50% ratio of adversarial samples to the total
number of samples in training was applied. All adversarial training variants
(FGSM-AT, FGSMR-AT, PGD-AT, and META-AT) share this same structural
implementation; they di�er only in how adversarial perturbations are generated
within the batch.

3 Discussion and Results

The proposed pipeline was developed in a Jupyter Notebook environment using
Mini Anaconda, running on a local machine. The machine has a Ryzen 5500X3D
processor with 6 cores and 12 threads, and two 8GB RAM modules running at
3200Hz, totaling 16GB (DDR 4). All computational steps were executed in iso-
lated processes to ensure a fair measurement of computational resources, which
is monitored using the psutil library [15]. This library logs CPU utilization, peak
memory usage (RSS), and actual execution time. Monitoring is performed via
a dedicated background thread that samples resource usage at �xed intervals.
The percentage values in CPU usage are related to the processor's cores. The
processor used has 12 threads, thus having 12 logical cores from the OS point of
view, therefore, a result of 210% CPU usage means 2 cores are completely used
and an additional 10% of a third core.

The data preprocessing stage reduced the dimensionality of the dataset from
X to Y features by removing empty columns and properly handling missing
values. After this procedure, no missing entries remained in the dataset. Ad-
ditionally, two features were discarded due to their limited usability, as each
contained approximately 95% missing values. The �nal dataset comprised 14456
samples and 74 features. Following the feature selection procedure described in
Step 2 of the methodology, the graphs in Fig. 2 were obtained, showing the accu-
racy achieved along with the average RAM consumption during the evaluation
for di�erent subsets of top-K features.
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Fig. 2. Accuracy (left) and average RAM usage (right) as a function of the number of
selected features (K).

This scenario produced a subset totaling 32 features, since it only includes
variables that simultaneously satisfy the MI and PCA selection thresholds. It can
be observed in Fig. 2 that, even with a relatively small number of features, the
model is already able to e�ectively separate the classes. Furthermore, the average
memory usage increases as more features are incorporated at each training step.

To proceed with the pipeline, the value of K = 30 was selected, corresponding
to the 30 main characteristics of the dataset. This con�guration achieved the best
performance in the operations research scenario, with an accuracy of 0.9938,
an F1 score of 0.9939, and an AUC of 0.9993. The average CPU usage during
training was 244.55%, with an average RAM consumption of 370.54 MB. During
inference, the model required 109.93% of the CPU and 375.28 MB of RAM.

In the grid search stage, the primary objective was not to improve classi�ca-
tion metrics such as accuracy, F1-score, or ROC curve performance, but rather
to optimize the model so that it preserves the previously achieved predictive
performance while reducing computational resource consumption. To this end,
con�gurations with fewer hidden units, smaller batch sizes, and alternative hy-
perparameter settings were evaluated. Table 1 summarizes the results obtained
in this stage. During training, the optimized model achieved approximately a
40% reduction in average CPU usage and a 33% decrease in training time. In
the validation phase, a reduction of about 22% in average CPU usage was ob-
served, while accuracy decreased marginally by 0.31%. These �ndings highlight
that CPU utilization is one of the most sensitive metrics in this context and can
be e�ectively optimized to reduce overall computational cost.During the attack implementation stage, an attack mask was employed to
de�ne which features could not be perturbed and, for the set of perturbable
features, constrain the allowable minimum and maximum values within their
respective domains. This mechanism ensured that adversarial manipulations
remained consistent with the data distribution and respected feature-speci�c
bounds. A sample of the values obtained during the mask construction, as its
structural organization, is presented in Table 2. Table 3 presents the hyper-
parameter adopted in the baseline feature selection model and those identi�ed
through the grid search optimization process.
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Table 1. Training and validation results for baseline and optimized models.

Training Phase

Metric Baseline Optimized Improvement (%)

CPU mean (%) 227.31 130.84 42.44
RAM mean (MB) 375.49 366.87 2.29
RAM peak (MB) 379.85 372.46 1.94
Training time (s) 5.1410 3.4333 33.22

Validation Phase

Metric Baseline Optimized Improvement (%)

Accuracy 0.9938 0.9907 -0.31
CPU mean (%) 116.01 90.41 22.07
RAM mean (MB) 380.58 373.24 1.93
RAM peak (MB) 381.16 373.89 1.91
Inference time (s) 0.1753 0.1721 1.85

Table 2. Sample of attack mask con�guration for selected features.

feature perturbable Type min_value max_value

DstTCPBase True CONTINUOUS -1.0 4.291e+09
sTtl True INTEGER_COUNT 36.0 2.550e+02
SrcBytes True CONTINUOUS 0.0 5.170e+05
State_REQ False BINARY 0.0 1.0
predicted_1:eMBB False BINARY 0.0 1.0

Table 3. Baseline and optimized model hyperparameter.

Hyperparameter Baseline Optimized

Hidden Units 256 32
Dropout 0.3 0.2
Learning Rate 0.001 0.0005
Batch Size 256 256
Epochs 50 50
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After using the mask in the attack generation process, Fig. 3 illustrates the
model's accuracy under di�erent magnitudes of perturbation (ϵ). As expected,
both FGSM and PGD progressively degrade model performance as episilon in-
creases, indicating lower robustness under stronger adversarial perturbations.
PGD produces a more pronounced degradation compared to FGSM at most
perturbation levels. This behavior can be attributed to the iterative nature of
PGD, while FGSM performs a single gradient-based update step to generate ad-
versarial examples, PGD applies multiple smaller, successive perturbation steps,
projecting the perturbed samples back into the admissible ϵ after each iteration.

The implementation of adversarial defenses also relied on the same attack
mask de�ned in the previous stage. Adversarial training was performed by in-
jecting attack-generated samples into the training process so that the model
could learn patterns associated with malicious tra�c. Fig. 4 presents the accu-
racy results of the adversarially trained models under each implemented attack.
The (FGSM attack) and (PGD attack) curves represent the baseline accuracy
under FGSM and PGD attacks, respectively, obtained in the previous stage.
Although the defense techniques also exhibit performance degradation as the
perturbation magnitude increases in both attack scenarios, they maintain sub-
stantial robustness up to ϵ = 0.15. Even under more aggressive attack settings
adversarial training strategies preserve accuracy levels close to 0.7 and above 0.6,
whereas the model without defenses drops below 0.5 under the same conditions.

Fig. 3. Accuracy under FGSM and PGD attacks varying the perturbation magnitude
(ϵ).

Table 4 provides a computational cost analysis of model training with and
without adversarial defenses, highlighting an important trade-o� associated with
the robustness-enhancing strategies.The adversarial training introduces a com-
putational overhead, primarily re�ected in increased training time, especially for
iterative methods such as PGD.
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Fig. 4. Accuracy under FGSM (left) and PGD (right) attacks varying the perturbation
magnitudes (ϵ) for baseline and adversarially trained models.

Although the training duration grows, memory consumption remains rela-
tively stable across the evaluated con�gurations, and the average CPU utiliza-
tion does not increase proportionally. This behavior suggests that the additional
cost is mainly driven by repeated gradient computations performed during ad-
versarial sample generation.

Table 4. Computational overhead of adversarial training methods.

Model Train CPU RAM Time CPU RAM
time (s) mean (%) peak (MB) Val. (%) Val.(%) Val. (%)

MLP (No AT) 3.33 129.69 371.36 0.00 0.00 0.00
FGSM-AT 17.97 111.14 375.57 439.03 -14.30 1.13
FGSMR-AT 21.53 110.16 482.37 545.89 -15.05 29.89
PGD-AT 71.43 102.92 375.87 2043.27 -20.64 1.22

4 Conclusion

This paper presented a pipeline to analyze the robustness of an MLP-based clas-
si�cation model under adversarial attack scenarios. The feature selection step,
combining Mutual Information and PCA through a top-K analysis, reduced more
than 50% of the features of the original dataset while preserving predictive per-
formance. Hyperparameter optimization via grid search signi�cantly reduced
CPU usage during training and validation, with almost no loss of accuracy. Ad-
versarial evaluation showed a degradation in performance as perturbation levels
increased, however adversarial training strategies maintained relatively stable
accuracy up to ϵ = 1.5 for both FGSM and PGD attacks. This improvement in
robustness comes at the cost of increased computational overhead, particularly,
in training time for PGD-AT attack. As future work, other deep leaning archi-
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tectures, such as autoencoder, could be evaluated under the same adversarial
criteria or under di�erent methods of attacks
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