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É�� Â�� yZ� y ´Ab`e:b`Y.|}©Ze4h`Yu\WZe4h)WA|}e4aZul|ÀWlikulY " Çp¥{h( " # " # " " # ±4y4É

ÉZ� ¨ ¥7mga�h(b)_`]Z[^b(i¤mgaZh�m4o<´Ai�tNaZe:b)]Z_(YE´A[8WlY�c¦Yh( # " # " $ " " # " # " # " " # ±:Âg�
ÉZ� ¨��¤� ¿�alY^|�b`i¤c¦YEh`i�tNaZe:b)]Z_`Y�h)[8WlYc¦Y�h! " # " # " $ " " # " # " # " " # ±:Âg�

É�� ¨L���g��� ¼�Y.£&ali�b`i�mNaZh; # " # " " # " # " $ " " # " # " # " " # ±:Â��
�
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É�� ¨L���g� y ¥7mNaZh`b`_)]Z[.b`i¤alt�«¤Yaltgb`WA|}_`Yh`b`_`i¤[^b(Yu�mNalY.|Àb(ikc¦Y<h(i¤tgaZe4b`]Z_`Y
h)[8WlY�cdY�h  $ " # " # " " # " # " $ " " # " # " # " " # ±:ÂNy

É�� ¨L���g� Â �&_(mNc «¤Yaltgb`WA|}_(Y�h(b)_(ik[.b`Yu\h`[8WlY�c¦Yh�b(mªtgYalY�_`e4«�mgalY�h  ±:ÂN±
ÉZ� ¨�� y �&_(mNc mgalY^|�b`i¤c¦YEh`i�tNaZe:b)]Z_`Y�h)[8WlYc¦Y�h�b(mft4Y�alY_)e:«$mNalYh2 # " " # ±:ÂN±

É�� ¨L� yZ��� VXWZY2_`Y.oQ_`Yh)WlikaltªjZe4_)e4uZi�tNc  " $ " " # " # " # " " # ±:ÂgÉ
É�� ¨L� yZ� y Çz]lb`WZYaNb(ik[^e4b(i¤mgaN§Ab`_`Y^Yh  # " # " $ " " # " # " # " " # ±:Â&%
É�� ¨L� yZ� Â VXWZY2eg[.b)]Ze:«¶[^mgaZh`b`_)]Z[.b`i�mNa  # " $ " " # " # " # " " # ±T¨ '
É�� ¨L� yZ� ¨ ¥7mNaZ[.«k]Zh`i�mNaZh�e4aZuÈ[^mgcfc¦YaNb`h- $ " " # " # " # " " # ±4±gy

ÉZ� ¨�� Â (  aZi�®gY_)h`e4« ¿�alY.|À·¸e6¬ ��e4h)W��&]ZaZ[^b(i¤mgaZhÄegaZuÈ]Zh`i¤altfb)WlYc  # ±4±:¨
É�� ¨L� Â���� ¼�Y.£&ali�b`i�mNa  " # " # " " # " # " $ " " # " # " # " " # ±4±:¨
É�� ¨L� Â�� y ¥7mNaZh`b`_)]Z[.b`i�mNaZh  # " " # " # " $ " " # " # " # " " # ±4±4É
É�� ¨L� Â�� Â ¿�aZY.|Àb(ikcdY>h`i�tNaZe:b)]Z_`Y�h)[8WlYc¦Y�hX©Ze4h`Yu\mga  ¿Ä· �p�- ±:ÉN±
É�� ¨L� Â�� ¨ ¥7mNaZ[.«k]Zh`i�mNaZh�e4aZuÈ[^mgcfc¦YaNb`h- $ " " # " # " # " " # ±:É&'

ÉZ� ± (¦Çpu�uli�b`i�mNaZe:« x _(mNj�Y�_(b`i�Y�h  $ " # " # " " # " # " $ " " # " # " # " " # ±g²:�
ÉZ� ±l�¤�  ali �A]lYEh`i¤tgaZe4b`]Z_`Yh� " # " # " " # " # " $ " " # " # " # " " # ±g²:�
ÉZ� ±l� y ´A]�j�Y�_�|}h(Y�[^]Z_`Y>h(i¤tga�e:b`]�_(Y2h`[8WZYc¦Yh  " # " $ " " # " # " # " " # ±g²l�
ÉZ� ±l� Â ¿ �&|�«¤ikalY �TmgaA|À«�ikalY>h`i�tNali¤aZt0 " # " " # " # " $ " " # " # " # " " # ±g²4±
ÉZ� ±l� ¨ � aZ[_(Y�c¦YaNb`e4«¶h(i¤tgaZe4b`]Z_`Yh  " # " " # " # " $ " " # " # " # " " # ±g²:É
ÉZ� ±l� ± �&e:i¤«¾|}h(b`mgj°h(i¤tga�e:b`]�_(Y�h  " # " # " " # " # " $ " " # " # " # " " # ±g² %

ÉZ� É " ikh`[^Y^«¤«¤egalY^mN]Zh/ " # " # " " $ " # " # " " # " # " $ " " # " # " # " " # ±g² '
ÉZ� ÉZ�¤� ¿�a  h`ikalt�´Ni�tNaZe:b)]Z_`YE´l[8WlYc¦Yh  # " # " $ " " # " # " # " " # ±g² '
ÉZ� ÉZ� y ¿�a � aAowmN_`cfe:b`i�mNa�VXWlYmg_`Y^b`i¤[E´NY�[^]Z_`i�b}¬  " $ " " # " # " # " " # ± %g�
ÉZ� ÉZ� Â ¿�av´NmNcdY x mNjZ]l«ke4_Ä´A[8WlY�cdY�h� " # " # " $ " " # " # " # " " # ± %��
ÉZ� ÉZ� ¨ �zi¤h`b(mN_(ik[^e4« � m4b`Yh  $ " # " # " " # " # " $ " " # " # " # " " # ± %Ny

É�� É�� ¨L��� ´Ai�tNaZe:b)]Z_(YE´A[8WlY�c¦Yh9 " # " # " $ " " # " # " # " " # ± %Ny
É�� É�� ¨L� y " Yh)h`e4t4Y2Çp]lb)WlYaNb(ik[^e4b(i¤mgav´A[8WlY�c¦Yh  # " # " # " " # ± %gÂ
É�� É�� ¨L� Â ÇzuZuli¤b(i¤mgaZe4«$b(mNjli¤[h  " " # " # " $ " " # " # " # " " # ± %4¨

ÉZ� ÉZ� ± ´A]Zt4t4Y�h(b`i�mNa�owmN_��L]Z_`b`WZY_��ÄY�e4ulikalt  " # " $ " " # " # " # " " # ± %4¨
ÉZ� ÉZ� É ¿�jLYa x _`mg©Z«�Y�c¦h! " $ " # " # " " # " # " $ " " # " # " # " " # ± %N±
ÉZ� ÉZ� ² ³ 
AY�_`[^i¤h`Yh  " # " " $ " # " # " " # " # " $ " " # " # " # " " # ± %N±
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" Y�h`h)e:tgY2eg]lb`WZYaNb(ik[^e4b(i¤mgaÈe4aZuÁ��uli¤t4i¤b`e:«w�{h`i�tNaZe:b)]Z_(Y�hXq{Y_`Y�b)WlY>£L_)h`bXb`e4h)sAhXb`W�e:b���mgi¤alY�u
Ya�[^_`¬AjZb(i¤mgadb(m�owmg_)c�c¦mlulY_)an[_(¬ljlb`m4tg_)e4j�Wg¬g�¶»�m4b)Wdc¦Yh)h)e:t4Y�e4]Zb`WlY�agb`i¤[e:b`i�mNadegaZuduZi�t4|
i¤b`e:«$h`i�tNaZe:b)]Z_`Yh"eg_(Y�[.mNaZ[.Y�_`alY�ufqXi�b)W�b)WlY��`e4]Zb`WlY�agb`i¤[^i�b}¬��>m4o uZe4b`eZ�legaZuªb`WZY�uli ��Y_`YaZ[^Y
©LY^b}q{Y^Ya�b`WlY�c i¤h�egaZe:«¤m4tgmg]Zh�b`mdb)WlY2uli ��Y_`Ya�[.Y2©�Yb}q7YYa�j�_(i¤®Te:b(Y^|Às4Y^¬fe4aZu\jZ]Z©l«¤ik[8|}s:Y^¬
Ya�[^_`¬AjZb(i¤mga°h`[8WlY�c¦Yh�

� afb`WZi¤h7[8WZe4jlb`Y_�4q{YpulY^£LalYpc¦Yh)h)e:t4YÄeg]lb`WZYaNb(ik[^e4b(i¤mgaªe4a�uªuli�tgi�b)e:«&h(i¤tgaZe4b`]Z_`Yh�4egaZu
b`WZYÈh`Y[]Z_`i�b}¬ almgb(i¤mgaZhfe4h)h`mA[^i¤e4b(Y�u¹b(m¸b`WZYc°� ·¸Y,h`WlmTq WZmTq b(m [.mNaZh`b`_)]Z[.b¦cdY�h`h)e:tgY
e4]Zb`WlY�agb`i¤[e:b`i�mNa h)[8WlY�cdY�hª]Zh`i¤alt¹j�h(Y�]Zulmg_)e4a�ulmgc oQ]Za�[.b(i¤mga�h^�Xe4a�u WZmTq b`m¹[.mga�h(b)_`]Z[^b
h`i�tNaZe:b)]Z_(Yfh)[8WlYc¦Yh2]Zh`ikaltÈmgalY^|�q�e6¬,j�Y�_`cd]lb`e4b(i¤mgaZh�n·¸Y�h(b)_(Y�h`h�b)WZe:b2b`WZY¦«ke:b`b(Y�_>[.mgal|
h`b`_)]Z[.b`i�mNa2Ycfjl«¤mT¬Ah=e4_)©li�b)_`eg_(¬pmgalY^|�q�e6¬zjLY_)cn]lb)e:b`i�mNaZh^��qÄWlik[8W>ulmpalmgb alY�[.Y�h`h)e4_`i�«¤¬pWZe6®gY
e¦b`_)e4j&ulmAmg_�+V mTq�e4_)uZh7j�_(Y�h(Y�agb`i¤aZtdb)WlYh`Y>[.mga�h(b)_`]Z[^b(i¤mgaZh�Aq7Y>ulikh)[^]Zh)hX_(Y�h(b)_(ik[.b`Yu�b}¬AjLYh
m:o<c¦Yh)h)e:t4YEeg]lb`WZYaNb(ik[^e4b(i¤mgaÈe4aZu,h`i¤tgaZe4b`]Z_`YEh`[8WZYc¦Yh��qÄWlik[8W,e4_`Y>m:o�ikaZulY�j�Y�aZulYaNbzi¤aA|
b(Y�_(Y�h(b�:h`]�[8Wne4h+«¤Yaltgb`WA|}_`Yh`b`_`i¤[^b(Yunh`[8WlY�c¦Yh7�Kh`Y^YÄ´NY[^b(i¤mga¦ÉZ� yg�$egaZuEmNalY.|Àb(ikc¦Y{h`i¤tgaZe4b`]Z_`Y
h)[8WlYc¦Yh2��h(YYn´NY[^b(i¤mgaÈÉZ� ¨��¤�6�8�
C{F	#�P�D+I��+J CEIwO � ¼�m0almgbdh)sgikj ´NY�[.b`i�mNa¹ÉZ� yl��©LY[^eg]Zh`Y�i¤bdulmAYh¦jl«ke6¬ e4aÁikc¦jLmg_`b`egaNb
_`m4«¤Yªi¤a b)WlY�owmg«�«¤mTqXikaltvh(Y�[.b`i�mNaZh^�,Çzhnika ¥{WZe4jZb(Y_¦±l�@q{Y�e4h)h`]Zc¦Y�b)WZe:bdb`WlY\_(Y�e4ulY�_>i¤h
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yl� ¨���egaZu¹ÂZ� ÉN�8�¸VXWZi¤hnoQe4c¦i¤«�ike4_`i�b}¬¸ikhdikcfj�mN_(b)e4aNbdaZm4bnmNal«¤¬Á©LY[e4]Zh`Y�q{Y\]Zh`Y\h`mgc¦Y\m:o
b`WZY�alm4b`i�mNaZh>e4aZu¸_`Yh)]l«�b)h>jZ_`Yh`YaNb(Y�urikarb)WlYh`Y�h`Y[.b`i�mNaZh�=©Z]lbE_)e:b)WlY_2©LY[^eg]Zh`Y¦q{Yª]Zh`Y
h`i¤c¦i¤«¤eg_{j�_(mAm:o+b(Y�[8WZali �N]ZYh��KegaZuÈulm¦h`mfqÄWli¤«�Y>e4h)h)]Zc¦i¤alt¦b`W�e:b�b`WlikhXikh2�&�:�"b`WZYE_(Y�e4ulY�_"! h
£L_)h(b�Y�aZ[.mN]ZaNb(Y_�qXi¤b`W°b)WlYh`Y>b(Y�[8WZali �N]ZYh8���
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¨&%*'

Extracted from a working draft of Goldreich’s FOUNDATIONS OF CRYPTOGRAPHY.   See copyright notice.



¨&'g� ����������	�
������������������
�	����������	�� ���!��	"�#������	��$�%�������%��&��

jZeg_(b}¬°�QmN_"h`Y^b<m4o=jZe4_`b(i¤Yh8����VXWlYpuZi ��Y_`YaZ[^Yz©LY^b}q{Y^Y�a�h(i¤tga�e:b`]�_(YÄh)[8WlYc¦Y�h"e4a�u�c¦Yh)h`e4t4Y
e4]Zb`WlY�agb`i¤[e:b`i�mNa¸h)[8WlY�cdY�h2i¤hEb`WZe4b,�`h`i�tNaZe:b)]Z_(Y�h �°h)Wlmg]l«kuÁ©�Y �`]Zali¤®4Y�_`h)e:«¤«¤¬,®4Y_`i�£Le4©l«¤Y4���
qÄWlY�_(Y�e4h �`eg]lb`WlY�aNb(ik[^e:b`i�mNa�b)e:tNh �¦e4_`Y2mgal«¤¬�_`Y�A]lik_(Y�u�b(m�©LY>®4Y�_(i�£Leg©l«�Y2©N¬�jZeg_(b`i�Y�h�b`WZe4b
e4_`Y\e4«¤h`mÁe4©l«¤Y\b`m0tgYalY�_`e4b(Y\b`WlY�c\� � bfi¤hf[^]�h(b`mgcfe4_`¬Áb(m ulikh`[]Zh`hdYeg[8W¹m4opb`WlY�h(YÈb}q{m
b}¬lj�Y�hÄm4o@h)[8WlYc¦Y�hÄh(Y�jZe4_)e:b`Y^«¤¬4��egaZu°q7YEh`b`eg_(bz©g¬°jZ_`mT®Nikulikaltªeª©Z_`i�Y^o@mT®gY_`®Ai�Yq�m:o�h)]Z[8W
efaZe:b)]Z_`Y4�@·0Y2b)WlYa°b`]�_`a\b(mfmg]�_{eg[.b)]Ze:«$b)_(Y�e:b`c¦Y�agb�lqÄWlik[8W\egjZjl«¤i�Y�h�b(mª©�mgb`W\b}¬lj�Y�h�m:o
h)[8WlYc¦Yh�ikaÈef]Zali�£�YuÈcfe4aZaZY_�
'�(*)�(*) +-,�.0/2143/25768.:9;3=<>9@?A,�.:BC.:9EDGFH�IKJL.M<N3�O�.MIPO�JL.Q1
VXWlY2alY^Y�u�b`m¦ulikh)[^]Zh)h �`uli¤t4i¤b`e4«&h`i�tNaZe:b)]Z_`Yh �EWZe4h�eg_(ikh(YzqXi�b)W�b)WlY2i¤aNb`_`mluZ]Z[^b(i¤mga�m4o [.mNcd|
jZ]lb`Y_°[.mNc¦cd]Zalik[^e4b(i¤mga b`m b`WZY0©Z]Zh`ikalYh)h�Y�aN®Nik_`mgaZc¦YaNb0�Qika qÄWlik[8W jZe4_`b(i¤Yh°alYYu b`m
[.mNcfcdi¤b2b`WlY�cfh(Y«�®gYh�b(m,jZ_`mgjLmgh)e:«khzegaZu �Tmg_�ulY[^«¤eg_`e4b(i¤mgaZhzb`WZe4b2b`WlY¬rcfe4s:YT���E¼�ikh`[]Zh�|
h`i�mNaZhpm4o �`]�aAowmg_`t4Y�e4©l«¤YEh(i¤tga�e:b`]�_(Y�h ��uZi¤urb`e4s4Ydjl«ke4[^Y¦e4«¤h`m�ikarjZ_`Y^®Ai¤mg]Zh�[.Y�aNb`]Z_`i�Y�h^��©Z]lb
b`WZY{mN© ��Y[^b`h@m4o&ulikh`[]Zh)h(i¤mganq7Y�_(Y�WZe4a�ulqÄ_(i¤b(b`Yafh`i�tNaZe:b)]Z_(Y�h"��e4aZufalmgb�uli�tgi�b)e:«AmgaZYh8���4egaZu
b`WZY7ulikh`[]Zh)h(i¤mga>q�e4h alm4b+j�Y�_`[^Y^i¤®4Y�u>e4h+_(Y«¤e4b(Yu2b`m%�)[^_`¬AjZb(m4tN_`egjZWN¬��Z��+=mAmgh`Y^«¤¬2h`jLYegsgikaltL�
e\�^�8�l¡SRª¡{�.�T�>�l��.�:�K�N¡)�	%.��¡E�8�¾�4�&�:�K�l�`¡.�>h`WlmN]l«ku°h)e:b`i¤h(ow¬�b)WlY2owm4«¤«�mTqXikaltLº

T Ye4[8W ]�h(Y�_d[e4a�¡VU �^�Q¡^���À� ���&�`���T����¡\�g�k�,����� �8�¾�:���T���l�`¡°mga¹uZmA[]Zc¦YaNb`h¦m4opWli¤h
[8Wlm4ik[.YIJ

T Y^®4Y�_(¬¸]Zh`Y_¦[^e4a ¡VUH�.�Q¡^���À� � '6¡^�8� ���ÁqÄWlY^b)WlY_¦e,t4i¤®4Y�a h(b)_(ikalt0i¤h¦evh`i�tNaZe:b)]Z_(Y�m:o
e4almgb`WlY�_z��h`jLY[^i¾£&[���]Zh`Y_{mNa°efh)j�Y�[.i�£L[>ulml[^]�cdY�aNb"J�©Z]Zb

T � �"�k�>� ��.¡��6�8��%^�¾¡d�À�>�L�`���T����¡E�8�¾�:���T���l�`¡8�E���E�:�Q�l¡.�>�A�^¡^����b`mªulml[^]Zc¦YaNb)h�b`WlY¬\uliku
alm4bXh`i�tNa$�

·¸Y0almgb(Yrb)WZe:b\b`WlY0owmg_)cn]Z«¤e4b(i¤mgaHm:on]�aAowmg_`t4Y�e4©l«¤Yvuli¤t4i¤b`e:«2h`i�tNaZe:b)]Z_(Y�h�jZ_`mT®Ai¤uZYh�e4«¤h`m
e¸[.«¤Ye4_¦h`b`e:b`Yc¦YaNb¦m:opb)WlY°Yh)h(Y�agb`i¤e4«�i¤altN_(Y�uli¤YaNb`hdm:ozW�e4aZulqÄ_`i¤b(b(Y�a h`i�tNaZe:b)]Z_`Yh�ÁVXWZY
ikaltg_`Yuli¤YaNb)h�e4_`YÈYe4[8WHjLY_)h(mNa ! hªe4©li¤«�i¤b}¬ b`m h`i�tNa owmN_�Wlikcfh(Y«¾o��Äe ]ZaZi�®gY_)h`e4«�«¤¬ e:tN_(YYu
®4Y�_(i�£L[e:b(i¤mga2jZ_`ml[.Y�uZ]Z_`Y4�6e4aZu2b)WlY"©LY^«¤i�Y^o¶�Qmg_ e4h)h(Y�_(b`i�mNaL�Lb`W�e:b¶i¤b=ikh¶ikaAowYegh(ik©l«¤YÄ�QmN_¶e:b=«�Y�e4h`b
WZeg_`uL�"b`mnowmN_(tgY�h`i�tNaZe:b)]Z_`Yh7i¤aÈe¦c¦egaZalY�_7b)WZe:bÄj�e4h)h7b)WlY2®4Y�_(i�£L[^e4b(i¤mga�j�_(ml[.Y�uZ]Z_`Y4� � b�i¤h
almgb7[.«¤Yeg_<b`mnqÄWZe4b"Y�
lb`YaNb7ulm¦WZe4a�ulqÄ_(i¤b(b`Ya�h`i¤tgaZe4b`]Z_`Yh7cdYY^b7b`WlY�h(Y�_(Y �N]Zi¤_`Yc¦YaNb)h^� � a
[.mNaNb`_)e4h`b^�Tmg]�_=b)_(Y�e:b`c¦Y�agb@m4o&uli¤t4i¤b`e4«Ah`i¤tgaZe4b`]Z_`Yh+h`[8WZYc¦Yh@jZ_`mT®Ai¤ulY�h j�_(Y�[.ikh(Y�h(b)e:b`Yc¦YaNb`h
[.mNaZ[.Y�_`aZi¤altnb`WlY�Y�
lb(Y�aZu�©N¬fqÄWlik[8W�uli¤t4i¤b`e:«�h`i�tNaZe:b)]Z_(Y�h"c¦Y^Yb7b)WlYzeg©�mT®gYp_`Y�A]lik_(Y�cdY�aNb`h�
�L]�_(b)WlY_)c¦mg_`Y4�4]Zalowmg_`t4Yeg©l«¤Y�uZi�tgi�b)e:«�h`i�tNaZe:b)]Z_`Y�h)[8WlY�cdY�h<[^egaf©�Yp[^mgaZh`b`_)]Z[^b(Yuf©Zegh(Y�unmNa
b`WZY>Y�
li¤h`b(Y�aZ[.Y2m4o+mNalY.|Àq{e6¬¦oQ]Za�[.b(i¤mga�h^�
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� .���'���� ���:��-�� R< � �4��- �  � �7owmg_ze:«¤« � ! h�2�KVXWZe4bÄi¤h��b)WlYnWZegh`WÈ®Te4«¤]lYd]Zh(Y�uÈi¤aÈb)WlY>owmN_(tgYu
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Extracted from a working draft of Goldreich’s FOUNDATIONS OF CRYPTOGRAPHY.   See copyright notice.
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