Coding

» Popular codes:
— Bralille
—ASCII
— Traffic lights (yellow, green, red)
— Morse

» Usually coding is used to provide known

meanings to everyone, not secrecy.

S Tempest
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Coding

« Some coding can be used to provide
secrecy... except to few. So, there is a
intrinsec, and secret, meaning.

— “Climb Mount Niitaka”

» Coding is a good way to improve
communications, mostly using:
— Signs;

— Colors;
— Sounds.

eeeeeeeeeeeeeeeeeeee

Cipher

» Cipher is used when privacy is required to
information in current language. There is
no intrisec meanings. Much more freedom.

* You can encode a cipher text...

... but you can encrypt an encoded text as
well.
§Temp¢5t
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Morse coding

/A\._

S Tempest

Training radio operators

UNIVERSAL “ NEWSRE?

NOROTON HTS., CONN.

BIG DA-DIT-DA CLASS

GRADUATED AT NEW
NAVAL RADIO SCHOOL

EXCLUSIVE

Cernbhnm MeNames
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Cryptology

» Cryptography
» Cryptoanalysis

* Axiom:

— There is no safe communication channel or
storage.

S Tempest

Security Intelligence

Scherbius and his patent

'8261 ‘pZ el

1152891
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Did you watch this movie ?

As usual... Hollywood is lying...

(U-110 and first Naval Enigma was captured by Royal Navy)
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The actual hero: Lt. Alec Dennis

= CniZead . (e 3 E = AT
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S Tempest
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Rotors

Lampboarch oy

FOUR-ROTOR ENIGMA (GVG / PD)

——~Keyboard

: '»\'Plugboard

S Tempest




Enigma models

Enigma rotors

S Tempest
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Enigma rotor position settings

AL
Enigma basic internals
A ) > \(\' \ .
B > >
(5 \
D < >
E 3
F =
G << <
— «
H f 7
\Y U |V
S Tempest
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Enigma 8 rotors model

S Tempest

Security Intelligence

Power and battery inlets
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Enigma plugboard panel
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Enigma field kit
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Enigma users guide

pratlin 9875

tertinet

-t
Lo @ebmardsanlinng

3.4 for 2e
‘,; Ghifrierntajdyine Enigma -

Wehrmacht Enigma settings sheet

S Tempest
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Luftwaffe Enigma settings shee

Geheime Kommando:

Tages[hiffel ot aeheim. Mine

[ufnu%ﬁm-mn[rl]inun-S(I;Ii'l[[nl Nr. 649

Achtung ! Sdliffemittel dicfonnidit unoerfehetin Jeindeshand fallen. Bei Gefaht reftlos und friihyeitig verniditen.

wim Jlugyeug oecboten”

Nr.

00190

-]

on Bee Unhehrsstye

K4 AX PZ 00
DI CN BR PV
LT EQ HS UW

1U AS DV OL
PT OX EZ CH
MR KN BQ P¥W

AL BT MV

@ ecoecbindungen

1S
i DJ
CR
DY
N7
i OR
Ik
Qv
FJ

PR FH WY DL CM AE

|
! RU
|pP w0 ez v mY sV L
| ox
EJ OY 1V AQ KW FX WP

ho L0 JR KS IY kZ PL AX

LY
W EL DO N
! KN iy BP ©Y RZ XX AN JT
RZ 0Q CP SX:yy yy HR PW FM BO EZ

. DQ
IL AP EU HO® .y ¢, gk 0Q BI FU HS
QT Wz KV OM ¢ BL 07 EK Q¥ OGP SU
BF NR DX CS'KR NP CN BF EH Dz IW

BN KU EG PY KQ CP OS

fienngruppen
JN In LQ| wny dgy | exb rzg
A0 Clif Y| xt1 acw | zsi wao
PL PN joc zcn | ovw wvd
Bx LP 63| 1rb cid | ude rzh
HT EX UW | woj fbh | vet uis
py FS NP | xle gbo | uev rxm
NS EQ CW ouc uhg uew uit
oL ¢z nu| wp1 rwl | vei tig
sx oN LT[ ebn rwm | udf tio
BG Wz CN Jqc acx mwe Wve
cE TV NX | Jgpw del | mwf wvf
6X BE TW| jgd .cef nvo ysh
72 15 61| ier fpx | jwg tig
PS LU BD| 1s2 gbw | vej rxn_
AP JP 'BU | mae hzi’| sog ysi
PU PQ CT| tdp dnb | fkb wiv
Co IP NT[ 1dw hzj [ soh wvg
BT CQ NV [ imz noa [ tjv xtk
sWw ET CX | zgr dgz | gjo ryg =
DG IL PW| zdy rkf | tiw xtl
QT DX JV zea Ty soi wvh
vx Pz BN 1re zbx [ vbm rxo
HO RV Jz [ edj eyr [ vby tin
7X DO KP| yiz dha | ekc tli
JY MW AR| lan dgb | zsj wbi
PO JX VY| lao cft | zsk wbj
PX BW EY | 1ju cdr | diye waj
DH JM TX [ 1sb zdy [ vey usd
AV GJ LO lap owd iwu wak
J% AL vz | =qd bddy | iyf xtd
vy sw 3ol xgi df | gia wav

S Tempest

Security Intelligence

Kriegsmarine Enigma settings sheet

Sonder - M

aschinenschliissel por

- . 0
w ninge Ringstellung
| ol | Steckeryerbindungen Kenngruppe
PV MOV | 0620242 s b
Tl L UA PE RQ GH REHJ KLPY HENM | jeu nye kih lkm
M 01060915 GH LPKLNMPGLJ PDNBEDUH | blcmmalk jli plk
< HVIV IV | alapsls QAAZWS SX EDDCREDCTGGB [ nbf kin sdg ozh
| mv v on | 1o YH UM UK IL LPLMKNJBYG FC | fgh hs ldg s
NI VE | 4434082 ZA AQSW DEFRVT NHYJMFLC | qverty wio opg
Vit v X ZX CV BN NM AS DF GH HJ JK LM zxc ybn bam asd
] INTVIVE PO IU YT TR EW WQ LK JH GF DS zaq xsw cde Vi
NIV VLT 33 AS DF GH JK LK ZM NX BC VC XN plm oka ihy ugf
myin v 190116 40 ML NK BJ VH CG XF ZD LP KO HI tdz rsa qwa Ipo
NTIVI T 37111730 GY FTDRSEAW QA WS EDRFTG | nko bii bjo veu
2 VI m 29314102 LN KLMGHB UJ KEBH SDKJ IH plk okj Ihg ugf
2 v 1 54314033 ML NJ BH VECD XS SD JV. KB JD tpl c_lm cd_h |Sg
1 1V VLIV 53291009 PQ LA MA AL ZK. QLSI BCCVJA yhg juh lir njl
8 AURIIAYIR 47430411 MZ NX BC VB VN CMCZ GCKLFR
17 IV v 3018 08 39 TF YG UH 1J OK PLRD Ei WAS:
36 VITIVIL 37251904 WZEX RCTV YB UNIM OP IK
& fo. ki dfg
CY XTZR SE AW QA ytr uio K
r a2 i e Yo J1 LR MS PK S| njm Kin by dfe
13080143 WZ EX RC map lak alk
Ly 7 KRLG ALSK DI/FH. BG (| prm map
| 44233601 GA HS BHolg
i Ly 3 05 11 0. HUJI KOLPHT GKFEDWSQGG ql b o
23051102 o de
| :ll\l{\m\‘ 12324719 G YH UF IDEH WKPX NRAL NH | P
| ME LO | pil fod Dbibnl
5 ASODI ITOF FO JA NE s il ito
o {ymvn [ U0 ZASODLIEOR o o s ucai| i fhea fatiy
S 1 10090532 rAADGOEAKO IR, [y v | wp oo kancy
y ol AZSX DCF! sl dsp yks Lop)
2280144 /C XT RZAWMK 0
| s | v It PM NO IB VU Y¢ - qo Ika mn
| 7 |wvnw gl;;:,gx P N CD VFBG N MIMKRL B |
Vi jg kil lop man
6 N RMERWQSE | a8 :

513 pzOXIC UVYB TN R;’lm_” oI | ap s o
| xnvm B TR Rake ¥ 1 GNBGTY S| 1 g ke
| xnv vt 1526374 v HV HNHKLEKE SJ WS | e il in

X 20112205 O R UE W POGE EDIS ot Tap map mnt
07331419 AM MY VE HA AK
180306 34 TLLA

S Tempest
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How strong was Enigma ?

For 3 rotors interchange orientation:

— 26 x 26 x 26 = 17.576 orientations.

For 3 rotors positioning:

-(123, 132, 213, 231, 312, 321) = 6 positions.
Plugboard (typical 6 plug wires):

— 6 letter pairs (26 letters) = 100.391.791.500

Possible keys =
— 17.576 x 6 x 100.391.791.500 = ~10.000.000.000.000.000

S Tempest
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Enigma in battlefield

S Tempest

Security Intelligence

Wireless Enigma

S Tempest

Security Intelligence
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Station listeners

S Tempest

Security Intelligence

Morse listening

S Tempest
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Key assigment session example

* Rotors orientation initial position = QCW
Random session key op choice = PGH
Session key typing = PGHPGH (2 times)
Session key encrypted = KIVBJE
Session key decrypted = PGHPGH

New session key used = PGH

Interesting note: PGH is not in the settings sheet!

S Tempest

Security Intelligence

Enigma X Morse

« Enigma inputs and outputs were well
suitables for use with:
— Typeletter machines;
— Morse coding.

» Morse coding were suitable for wired or
wireless communications.

S Tempest

Security Intelligence
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Using Enigm

O 2z

@ WERT 2Z U

O™ A S DF GH J K em

@ PY XCVBNML®@®

‘OWeRDOOO®O-
®O0POOBO®

. POX®OCVOO®®O-

S Tempest

Security Intelligence

The Gordian Knot legend

* In 333 B.C. Alexander the Great had invaded Asia Minor
and arrived in the central mountains at the town of
Gordium; he was 23.

» The staves of the famous cart were tied together in a
complex knot with the ends tucked away inside. Legend
said that whoever was able to release the knot would be
successful in conquering the East.

* Having arrived at Gordium it was inconceivable that the
impetuous young King would not tackle the legendary
“Gordian Knot”.

S Tempest

Security Intelligence

17



The Gordian Knot legend

* His generals gathered round as he struggled with the
knot for a few minutes. Then he asked Aristander, his
seer, “does it matter how | do it?”. Aristander couldn’t
provide a definitive answer, so Alexander pulled out his
sword and cut through the knot.

* The legend of the Gordian
Knot appealed to us for
Alexander’s decisive action
and as a metaphor for radical
solutions to complex

problems.

Marian RejewskKi

* Polish mathematician:

— Enigma first break (before the WWII);

S Tempest
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Alan Turing

¢ British mathematician:

— Station X codebreaking leader (at
WWII).

S Tempest

Bletchley Park ( Station X))

Ne ®n 0‘-!:&-1 Yar

S Tempest
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Bletchley Park at War
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Royal visitors

S Tempest

Security Intelligence

Turing bomb & Colossus

S Tempest
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The girls...

: B
qug

12/1/10

22



12/1/10

The girls, today ©

S Tempest
Some clues used...
« Enigma project/design characteristics:
— One letter never was encrypted as itself;
S Tempest
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Some clues used...

* Procedures:

— Military document formal/rigid shapes (wheater reports, comm
reports, other known templates etc);

What about a guess ?

What is this ?

e S Tempest

Securit y Intelli gence

Formal document shaping

S Tempest

ity Intelligence
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Typical German wheather reports

Ausgabe 2. Letter Table . . .
1 1 Latitude in degrees.
T2 /2 Longitude in degrees.
3 3 Genera:tl area and direction of

! pressure change.
{Tables 1 and 2 give ambiguous uncvers which are distingulshed

by the general area given in 3).
4 Alr pressure to nearest 2 millibars.

5 . 5 Alr temperature in degrees Centi-
grude
6 8 wiind direction und strength.
' 7 6 Present weather and clouds.
8 7 Visibility.
9 9 Direction and type of swell.
10,11 Sigrature.
| Tafel 9. . Wesrersoruchsclilfissel (Sp).vvveeiss =10
K = Richtung und Art der Diinung. Besite (5) = 49°35' Nord
‘Rickmag, sus der Art &= Diome u‘*‘N‘“‘(gm‘ P
i == Druck L
S pdty [ oirchods 1B T o (9=10189mbecereeces = q
N a i q L (M =+74° =3
bl s g : indrichang uod stz (D)
50 a 1 v =West 56 (FID ceveereninianens =0
s ° 5 a ‘Wettererscheinungen tad Wolken
v : n e (W) = bedecks, aber nzch Regen
w g a o wihread der lezten Stonds (W ID).. = v
NW h P x Horizontale Sichtweite
Keiae Ditoung 7 =bis 0sm (FI, WID) =k
Durcheinandestuicade Diimang .

S Tempest

Security Intelligence

Some clues used...

* Known operator’s hand signature

S Tempest

Security Intelligence
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Some clues used...

» Communications practical needs or characteristics:

— Repetitions, used as “error detection code”.

+ Signals intelligence

Radio direction finding;

Signal strength;

Known military unit localization;
Expected keywords;

Transmission IDs, trailers, headers...

Time scheduling for regular military reports (wheather,
heartbeats...).

S Tempest

Security Intelligence

Some clues used...

* Other common mistakes:

Not random session key choice;

Key reuse;

Aforisms use;

Same plain message sent using other ciphers;
Encrypt known plain messages;

Plain text disclosure from a known cryptogram.

... 80 Turing & his crew realized the key universe may decreases to:

105.456

S Tempest

Securi ty Intell
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Typical encrypted message

S ——

1827 3225XM C1626 W9ET

‘ , ,? /

HOR SRMDE C 1346 = STLE = 2TL 224 = HUK XNG = !
DKRKI CUZAF HNSDC AUXVJ DVZNH DMOZN MWRJC KKJQO S 7 1 [v= \ ‘ . !
ELVIK XDUUF ECEGN OUNNQ ClIZX FUBG BTNWI GOECK

OMYUC KITYS ZHDTU WONWH OXOFX ERVQW JUCYY FQACY

B NOQKF LWRWR LGKXZ BPYWR GOVYQ WJDGA QXKVC

HQQJS PVSLG WFZUZ HHWQR YFOQQ RMVRR QQIDQ QUWIV L J 7 i bt of .
LOLBH LHHDI OFVUY JUQGX BUFZ /

ceT 2/3 RowaN

1852 FLC

PR I el \ | )
o

ence

Typical decrypted U-Boat
message

ADM

ToiDEG ZIP/2TPG/ 18733
FROM N S

13768 KC/S T O 1 1537/24/11/41

T 0 0 1551

FROM : MOHR

*'D'' CLASS BRITISH CRUISER SUNK [N SQUARE PE 79&5. AM CONTINUING

PASSAGE SOUTH.
(DEPT.NOTE: SQUARE PE = 7).
1423/25/11/ 41++CEL/LW

S Tempest

Security Intelligence
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Naval Enigma cracking roadmap

Allied breaking of Naval Enigma

J FMAMUJ J A S OND
1939 I T S N |

1940 — 1 1 1311
Shark debuts

1941

1942 —1 1 1 1 111 11
1943 —1 1 v vy
1944 | 1 1 1 1 1 1 1 1 1 1 1 1
1945 L 1 1 1 )

[ First break into Dolphin  [ll] Dolphin being read

[] shark being read
[] shark generally being read within 24 hours

S Tempest

Security Intelligence

Protecting sources: the Coventry case
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Norway: May, 1945

QKRQW UQTZK FXZOM JFOYR HYZWV BXYSI WMMVW BLEBD MWUWB TVHMR
FLKSD CCEXI YPAHR MPZIO VBBRV LNHZU POSYE IPWJT UGYOS LAOXR
HKVCH QOSVD TRBPD JEUKS BBXHT TGVHG FICAC VGUVO QFAQW BKXZJ
SQJFZ PEVJR OJTOE SLBQH QTRAA HXVYA UHTNB GIBVC LBLXC YBDMQ
RTVPY KFFZX NDDPC CJBHQ FDKXE EYWPB YQWDX DRDHEN IGDXE UJJPV
MHUKP CFHLL FERAZ HZOHX DGBKO QXKTL DVDCW KAEDH CPHJI WZMMT
UAMQE NNFCH UIAWC CENCF YPWUA RBBNI EPHGD DKMDQ LMSNM TWOHM
AUHRH GCUMQ PKQRK DVSWV MTYVN FFDDS KIISX ONXQH HLIYQ SDFHE
NCMCO MREZQ DRPBM RVPQT VRSWZ PGLPI TRVIB PXXHP RFISZ TPUEP
LROTT XNAZM HTJPC HAASF ZLEFC EZUTP YBAOS KPZCJ CYZOV APZZV
ELBLL ZEVDC HRMIO YEPFV UGNDL ENISX YCHKS JUWVX USBIT DEQTC
NKRLS NXMXY ZGCUP AWFUL TZZSF AHMPX GLLNZ RXYJN SKYNQ AMZBU
GFZJC URWGT QZCTL LOIEK AOISK HAAQF OPFUZ IRTLW EVYWM DN

S Tempest

Security Intelligence

Norway: May, 1945

Der Fihrer ist tot.

Der Fuhrer ist tot.
Der Kampf geht weiter.
Donitz.

S Tempest

Security Intelligence
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May, 1945 Headllnes

y FOR KING AND EMPIRE WEDNESDAY, MAY 2, 1945

The most dramatic news of the war

‘I-]ITLER DEAD—DOENITZ
APPOINTED FUHRER’

4dmlml tells Germans: “The ﬁght " Food ships into Holland, and—
goes on.” Himmler ignored g | Surrender begins
an = | OF BRTAN || ©1 three fronts

| TAKES OVER

Doenitz
cannot
hold Reich
together

Checkpoint

» Good cryptography not always means
good privacy;

» Good procedure is your friend. Maybe the
only one;

» Good procedures costs something, usually
is not cheap;

S Tempest
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Checkpoint

» Functionality and performance are your
enemies, but users begs for it;

» Real cryptoanalysis is a mix of science, art
and good luck;

 What did we learn ?

eeeeeeeeeeeeeeeeeeee

Hashes

« Usually you encrypt something to decrypt
later.

— Conventional cryptography must be used if
you need to restore original data.

» But sometimes you don’t want to...

— Hashing can be used when you don’t want, or
you don’t need, to restore original data.

S Tempest

Security Intelligence
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Passwords

* Passwd file

oracle:x:1021:1020:Oracle user:/data/network/oracle:/bin/bash

oo .

1 2 3 4 5 6 7
« Shadow file
vivek:$18intficSpGleyHdicpGOffXX4ow#5:13064:0:99999:7:::
1 | I [ |
\J \J Yy vreyvy
1 2 3 4 5 6
S Tempest
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Some actual cases...

S Tempest
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Pro IT - Intranet

Ataque de SQL
Injection no
sistema de

autenticacao

Pro IT - Intranet

Execucao remota
de comandos via
SQL Injection

12/1/10
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Pro IT — Intranet

Manipulagao do
banco de dados
via de SQL
Injection

Another actual case...

S Tempest
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Lessons

* |t seems software engineering procedures/
practices and security are not friends!

— To get functionality and performance, you have to pay
using security currency. No other currency accepted.

« Security is not a plugin. Software engineering
uses as a plugin, and pretends other issues and
impacts are not his business;

» Good crypto is not enough. Be careful with all the
stuff around it. There is no silver bullet.

S Tempest

Security Intelligence

Lessons

« Data is never born in encrypted form;

« Data is not useful while in encrypted form, except
for transportation;

« Data doesn't exists alone! It's necessary a
system to handle it. Data inherits any system
vulnerabilities.

» Opportunities arises when data is being handled

to be encrypted, decrypted or even processed,;
S Tempest
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Lessons

« Software design/architecture/coding and strong
procedures are crucial,

» Users (and software engineers) hates
procedures! In his minds this means only
additional work;

« Good cryptography sometimes looks like a
Gordian Knot! So be careful with the things
around it!

S Tempest
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To have fun...

COLLECTOR'S EDITION

+ U-571

GRIPPING FROM BEGINNING TO END!

G I e 2 SRS B S A = 25

=2

S Tempest
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To have fun...

NICDLAS CA

LKERS

Windtalkers

S Tempest
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To have fun...

The Codebook: The Secret
History of Codes and Code-
breaking

Simon Singh

2000

ISBN-10: 1857028899
ISBN-13: 978-1857028898

THE
CODE BOOK.
THE SECRET HISTORYOF CODES
AND CODE-BREAKING

SIMON SINGH

S Tempest
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To have fun...

* The codebreakers

» David Kahn
1996

COD

1tk

BREAKERS

The Comprehensive History of

= A Secret Communication from

Ancient Times to the Internet

REVISED AND UPBDATED

DAVID KA

HN

S Tempest
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To have fun...

* Mary Queen of Scots

* Lady Antonia Fraser
+ 1989.

S Tempest
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To have fun...

MORE THAN 100,000 COPIES SOLD
SECOND EDITION

* Applied cryptography

* Bruce Schneier
« 1995.

Protocols, Algorithms,
and Source Code in C

BRUCE SCHNEIER

S Tempest
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To have fun...

INTERNATIONAL BESTSELLER

il

+ Secrets and Lies et . *

F =

* Bruce Schneier
« 2004.

Secrets| s4ilEst |

Digital Security in

| Bruce SGHIEIEN

S Tempest
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To have fun...

000 ENIGMA CIPHER MACHINES AND ROTORS FOR SALE =)

enigma sale Q)

[} http://witp.com/4sale/#4319 g ¥

itados ~ Primeiros passos Ultimas noticias
@ - [doeniz v B o vaviceo @ @ - AddSports Channels »  +
[} CIPHERTEXT-ONLY CRYP... © | & Google Tradutor 6 [) enicma cipHer MacHiNe... © [T+

#***SOLD*** ORIGINAL WW-II GERMAN NAVY
4-ROTOR ENIGMA CIPHER MACHINE: with Original
Rotors and Reflector: Serial Number 10,215: ${SOLD}

Original GERMAN NAVY 4-ROTOR ENIGMA CIPHER )
MACHINE: This is a very rare German Kriegsmarine 4 rotor
enigma machine. It is in good cosmetic and operating condition.
It includes 3 original rotors, I, VII, and VIII, the original Beta 4th
rotor and an original B reflector. The rotor serial numbers do not
match that of the machine but they are from the same period
during the war and all rotors are original. The labels and the lock
were missing and have been replaced with perfect reproducions
to make the machine look exactly the same as the original
machine.

63b A slightly different view of the Enigma:

63c Another slightly different view of the Enigma:

63d Overview of the top panel and plugboard of the Enigma:

63e¢ The plugboard:

63f Overview of the inside of the top cover of the Enigma
showing the spare light bulbs and plugboard cables:

63g Close view of the windows over the rotors of the Enigma:
63h Close view of the identification tag on the front of the
Enigma:

63i Close view of the voltage tag on of the Enigma:

63] Closer view of the rotors and light bulbs of the Enigma with
the letter plate over the light bulbs removed: :
ca1 o s el mre s nmd limhe bansllan af af tha Tnisma

N . i
C DRI

Concluido 4 § Tem DeSt

Security Intelligence

Thank you

Evandro Curvelo Hora
evandro@tempest.com.br
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