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Abstract-Since the introduction of Radio Frequency Identification 
(RFID) Enabled Passports, the system have been plagued with various 
vulnerability issues that prove to compromise the E-passport security. 
To date, three generations of E-passports have been introduced by the 
International Civil Aviation Organization (ICAO) and the European 
Union (EU). The first two generations of E-passports are being issued
worldwide. This paper presents the evolution of these passports over the 
years to develop taxonomy of the weaknesses and to serve as a 
reference point detailing security vulnerabilities linked to the RFID E-
passport features in the first and second E-passport generations. The 
findings can also assist in profiling possible attack vectors on the 
existing RFID enabled passports and in developing comprehensive 
RFID E-passport risk mitigation strategies. To illustrate the importance 
of a comprehensive risk strategy when using RFID E-passport, the 
attack process modeling method is used to highlight the possible attacks 
and weaknesses which could result from not using one or more security 
features. 

Keywords: RFID, E-passport security features, E-passport 
vulnerabilities, ICAO, PKI 

I. INTRODUCTION 

Radio Frequency Identification (RFID) is an automatic 
identification technology that transmits data through the use of 
wireless communication using radio waves. The RFID 
technology was first used in World War II (WWII) for 
identification, friend or foe (IFF) systems. The RFID has been 
used for the purposes of identifying an object or a person. The 
transmission of data is carried out between a reader and an 
electronic chip attached to an object or a person. An RFID 
system for Enabled Passport (E-passport) consists of a chip, a 
reader, an antenna, and a Public Key Infrastructure (PKI) (see 
Section 1.1). There are three types of RFID chips, namely active, 
passive and semi-passive. Passive chips differ from active for 
getting energized by reader radio waves. Passive chips are 
battery-less and they follow ISO/IEC 14443 standards that 
specifies two alternative types of Integrated Chip (IC) [23]. The 
specifications allow either type to be used in the presence of an 
RFID reader capable of operating in both systems. Issuing 
countries are consequently encouraged to consider possible 
future requirements when specifying IC capacity, especially 
where multiple biometrics may be used which similar to the 
second generation. The E-passport operates at radio frequency of
13.56MHz. 

1.1 E-passport: Infrastructure Components 
Countries around the globe are shifting to the new RFID 

Enabled passport modules. The E-passport contains an RFID 
chip which holds sensitive information: passport number, issue 
and expiry date, issuing country, full name, gender, nationality, 
date of birth, document type, digital picture of the passport 
holder, and fingerprint or iris scans. The same information is 
present on the photo page of the passport. The switch to E-
passport requires the use of Public Key Infrastructure (PKI) to 
prove authenticity and integrity of the Machine Readable Travel 
Documents (MRTDs) [29]. The PKI is built to ensure that 
travelers privacy is protected. Furthermore, the data stored in the 
chip is digitally signed. Both in the first and the second 
generation of E-passports, the digitally signed data consists of 
sixteen Data Groups (DGs). The DGs hold sensitive personal 
data, digitized biometric measurements and Machine Readable 
Zone (MRZ). On the other hand, issuing countries need to verify 
authenticity of the data stored in the chip and no one has 
tampered it. While using public key cryptography to digitally 
sign the sensitive data stored on the chip protects the data, it 
cannot prevent an attacker from copying the data from the chip. 
This is one of the privacy concerns that have been raised by 
researchers and experts. 

The ICAO proposes using the PKI architecture within the 
highest hierarchy level for each country. Each country has an 
independent PKI design and architecture. Each country also 
needs to implement and enforce proper security policies. 
According to the ICAO, there are two key elements that should 
be in the PKI architecture: 1) the Country Signing Certificate 
Authorities (CSCA) and 2) Document Signing Certificate 
Authorities (DSCA). In addition, the two key elements work 
with the Certificate Revocation Lists (CRLs) at Inspection 
System (IS) points. An IS point, which is a computer-based 
system, has an MRZ reader capable of reading the Document 
Basic Access Keys (KENC and KMAC). KENC is a key for message 
encryption while KMAC is a key for message authentication. 
However, each IS point must have PKI key information such as 
issuing CSCA stored in the system. Each country is responsible 
for maintaining the information updated in the Public Key 
Directory (PKD). In addition, a key pair is generated for Active 
Authentication (AA) mechanism: a public key (KPuAA) and a 
private key (KPrAA). The public key is issued by the CSCA and 
the private key is created and stored in the chip. However, the 
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private key once generated will be stored in the E-passport until 
the passport expires.  

1.2 Our Contribution 
We expect that the presented review on the security features 

and vulnerabilities can serve as a reference point detailing 
security vulnerabilities linked to the RFID E-passport features in 
the first two E-passport generations. The presented survey can 
also be used in threat analysis and assist in profiling possible 
attack vectors on the RFID enabled passports. The findings 
presented in the paper can be useful in developing a 
comprehensive risk management strategy in the implementation 
and use of the RFID E-passports. Therefore, the attack process 
modeling method will be used to assist in profiling the possible 
attacks and weaknesses which could result from not using one or 
more E-passport security features. 

The structure of this paper is as follows: Section II discuss an 
overview of the evolution of security features of the RFID 
enabled passports. Taxonomy of the security vulnerabilities are 
developed in Section III and Section IV is an illustration of the 
possible attacks and weaknesses using the attack process 
modeling method. 

II. OVERVIEW OF RFID E-PASSPORT
GENERATIONS 

The ICAO and EU guidelines specify that the face of the 
passport holder should be used as a mandatory biometric along 
with the sensitive personal information. The guidelines also 
specify that iris and fingerprint recognition are two optional 
features that may be used by issuing countries for additional 
implementation of access controls. These biometric features, 
together with the data stored in the chip, are required to be 
digitally signed. 

Countries following the ICAO and/or EU standards are 
required to use Passive Authentication (PA). According to the 
German Federal Office for Information Security (BSI), the 
Active Authentication (AA), Basic Access Control (BAC), and 
Extended Access Control (EAC) are mandatory protocols for E-
passports of the second generation [8]. Other non-EU countries 
have the choice of using optional features introduced by the BSI. 
The optional features permit issuing countries to enforce 
additional data security.

Table 1 shows the ICAO and the EU E-passport 
specifications. Both the ICAO and EU specifications mandate 
the use of face biometrics. The ICAO guidelines specify three 
cryptographic protocols, one is mandatory and two of which are 
optional. In the first generation of E-passports, the PA is 
mandatory and AA and BAC are optional. The EU specifications 
also require the use of PA in the first generation of E-passports.
Under the European Union umbrella, the BSI introduced second 
generation of E-passports with the Extended Access Control. 
The EAC in the second generation E-passports consists of the 
Chip Authentication (CA) v1 and Terminal Authentication (TA) 
v1, along with the PA and BAC. The second generation is being 
implemented and used by the EU countries. 

Table 1: ICAO and EU E-passport Specifications 

Mechanism Type Organization
     First Generation

Passive Authentication Mandatory ICAO & EU

Active Authentication Optional
Mandatory

ICAO
EU

Basic Access Control Optional
Mandatory

ICAO
EU

Biometric: Face Mandatory ICAO & EU
       Second Generation

Passive Authentication Mandatory ICAO & EU

Basic Access Control Mandatory ICAO & EU

Chip Authentication v1 Recommended
Mandatory

ICAO
EU

Terminal Authentication v1 Recommended
Mandatory

ICAO
EU

Biometric: Face Mandatory ICAO & EU

Biometric: Fingerprint Optional
Mandatory

ICAO
EU

Biometric: Iris print Optional ICAO

A. First Generation E-passport Security Features 

Passive Authentication (PA) Mechanism
In the first generation of the RFID E-passports, the ICAO 

guidelines define PA as the only mandatory mechanism. The 
main purpose of PA is to allow a reader to verify the integrity of 
the data stored in the chip has not been altered. This enables the 
Inspection System of the E-passport PKI to identify any changes 
that has been made to the data. In addition,  ICAO specification 
suggest that the data stored on the chip is organized in a Logical 
Data Structure (LDS) and that it contains cryptographic keys for 
BAC, private key used in AA, and sixteen Data Groups (DGs). 
The DGs are digitally signed by the appropriate issuing state and 
each DG is hashed to form a Document Security Object (SOD).
Further, the PA requires two separate Certification Authorities: 
The Document Signer (DS) and Country Signer Certification 
Authority (CSCA). The Document Signer Certificates (CDS) are 
signed by the CSCA. The DS is located in the passport 
personalization machine and generates the Document Individual 
Security Object SOD, see [32] for details. Following this, the 
Inspection System IS which contains the Document Signer 
Public Key (KPuDS) locates the certificate and verifies the 
authenticity of the digital signature using the Country Signing 
Certificate Authority Public Key (KPuCSCA). The RFID reader 
then computes the hash of each data set and compares it with the 
data stored in the SOD. If there is a match, it can be established 
that the data on the chip was not manipulated [36]. However, the 
PA mechanism does not verify that the holder of the E-passport 
is the owner of the passport. The ICAO made it clear in [47] that 
the PA does not prevent copying of the chip content or chip 
substitution. Therefore, the confidentiality of the data contained 
in the MRZ can be compromised and additional security features 
are required. 
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Basic Access Control (BAC) Mechanism
The BAC is one of two optional security features, but 

recommended security features (see Table 1) specified in the 
ICAO standard for the first generation E-passports. While the 
BAC is optional in the ICAO standard, the EU specifications 
mandate the use of BAC for all E-passports of the EU countries 
for enhanced data protection. Deployment of the BAC ensures 
that the chip can be physically read by authorized RFID E-
passport readers. The BAC is used between the RFID reader and 
the E-passport chip for establishment of session keys KENC and 
KMAC for Message Authentication Code (MAC). The KENC and 
KMAC are derived from the MRZ data (the passport number, the 
date of birth and the date of expiry). The BAC deploys 
symmetric cryptography and generates corresponding encryption 
and authentication keys from passport information that is visible 
in the physical passport document, see [33]. The information 
stored in the MRZ has a significant role in the derivation of the 
BAC keys, specifically the information in the bottom two lines 
printed on the photograph page of the passport [33]. 

The Optical Character Recognition (OCR) reader reads the 
MRZ data of the above three items, calculates a DES or 3DES 
key as appropriate and then the RFID reader reads the content of 
the E-passport chip using the calculated key. The process of 
exchanging the key pair comes with a challenge response 
mechanism which proves the existence of a key pair derived 
from the collected information of the MRZ. The session keys 
ensure confidentiality and integrity of the transmission of the 
data between the RFID reader and the chip. If authentication is 
successful, the E-passport chip releases its data, otherwise the 
reader is considered as unauthorized and the passport refuses the 
read access [45]. Upon successful verification, a Secure 
Messaging (SM) occurs which is an encrypted and authenticated 
channel between E-passport chip and IS. Secure Messaging can 
be set up by the BAC, CA, or Password Authenticated 
Connection Establishment (PACE). The BSI has indicated in [8] 
that the provided security level depends on the mechanism used 
to set up the SM. The weakness of the BAC rests in the key 
derivation which comes from the passport number, the date of 
birth, and the expiry date. 

Active Authentication (AA) Mechanism
The AA (also known as an anti-cloning mechanism) is 

another optional security feature specified in the ICAO's
guidelines. On the other hand, the EU specifications mandate the 
use of AA mechanism for additional data protection (see Table 
1). The AA was designed to protect E-passports from cloning or 
chip substitution and deploys asymmetric cryptography. The AA
is part of the sixteen Data Groups (DGs) organized in the LDS 
and contains key pair: public and private. The public key KPuAA

is stored as part of the LDS specifically in the DG-15 and a hash 
of the public key KPuAA is stored in the Document Security 
Object SOD. Moreover, the private key KPrAA is stored in the 
contactless chip's secure memory throughout the life of the 
passport. Both public and private keys work in a mutual 
authentication process to prove that no alteration or cloning was 
involved. The AA makes it possible to verify identity and 
authenticity of the chip itself and prevent passport forgery using 

a false chip, see [36]. Yet, the ICAO indicated in [47] that while 
the chip substitution might be difficult, but not impossible for 
attackers. 

B. Second Generation E-passport Security Features 
The Extended Access Control (EAC) is a mandatory security 

mechanism, (see also Table 1), introduced by the EU 
specifications for the second generation E-passports. On the 
other hand, the ICAO defines the EAC as an optional security 
feature and gives issuing countries the choice in the 
implementation of E-passport security. The EAC is needed for 
additional security and access controls, such as fingerprint 
recognition for border security. The EAC consists of the Chip 
Authentication (CA) v1 and Terminal Authentication (TA) v1. 
The CA works in the same way as AA, which proves the 
authenticity of the chip. The TA verifies to the chip that the 
terminal is permitted to access the data on the chip [21]. The 
EAC is similar to the BAC, but the difference is that the EAC 
uses Document Extended Access key instead of the Document 
Basic Access keys KENC and KMAC. According to the ICAO 
specifications [47], the Document Extended Access key may 
consist either of symmetric or asymmetric key pair.

Chip Authentication (CA) Mechanism v1  
The CA v1 is a mandatory protocol set by the EU for the 

second generation E-passport (see also Table 1). The CA v1 is a 
replacement of the AA and its purpose is to detect cloned E-
passports. If CA is performed successfully, it establishes a new 
pair of encryption and MAC keys to replace the BAC derived 
session keys and enable secure messaging, see [36]. After 
successful BAC, the CA v1 involves the Diffie-Hellman (DH) 
agreement followed by the PA and TA. In addition, the CA v1 
uses key pair: public and private. The public key (PKPICC) is in 
the DG-14 and the private key (SKPICC) is stored in the chip 
memory. The BSI explains the CA v1 mechanism as an 
ephemeral-static DH key agreement protocol that provides 
secure communication and independent authentication of the 
Machine Readable Travel Document (MRTD) chip, see [2]. The 
ephemeral-static DH key agreement means that the key pair lasts 
for short period of time and is used once. The CA v1 provides 
implicit authentication of both the chip itself and the stored data 
by performing SM using the new session keys [8]. The CA v1 is 
vulnerable to attacks such as eavesdropping and side channel 
attacks, see Section III.B for more details. 

Terminal Authentication (TA) Mechanism v1  
The TA v1 is also a mandatory protocol set by the EU 

specifications for the second generation E-passports (see Table 
1). It is used to prove to the E-passport chip that the terminal is 
permitted to access sensitive data on the chip. According to the 
BSI technical guidelines [8], such terminal is equipped with at 
least one Terminal Certificate (TC), encoding the terminal’s
public key (PKPCD) and access rights, and the corresponding 
private key (SKPCD). After the terminal has proven knowledge of 
the private key SKPCD, the MRTD chip grants the terminal access 
to sensitive data as indicated in the TC. The terminal certificate 
is issued by the Country Verifying Certification authority 
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(CVCA) for Document Verifier (DV). The CVCA permits any 
DV access to the sensitive data on the E-passport chip. Similarly, 
the PA uses a certificate issued by the CSCA for any DS's (see 
section A). According to [8] the CSCA and the CVCA may be 
combined into a single entity called Country Certification 
Authority. The TA v1 can only be used in combination with CA 
v1. In addition, the specifications of the EU also mandate the use 
of a secondary biometric for further border access control 
security. The TA v1 occurs after the CA v1. Therefore, the TA
v1 authenticates an ephemeral public key chosen by the terminal 
that was or will be used to set up Secure Messaging with the CA,
see [8]. Moreover, there are three types of terminals that can be 
used for further details checks: 1) Inspection Systems, 2) 
Authentication Terminals, or 3) Signature Terminals, see [2]. 
Yet, the TA v1 occurs after the CA v1, which is a security 
weakness. An attacker can gain access to the CA v1 and get 
sensitive information. 

III. SURVEY OF E-PASSAPORT VULNERABILITIES 

Governments around the globe are issuing the RFID E-
passports to their citizens. Thus, sensitive data are stored within 
the embedded chip and the holders of the passports need 
assurance that the employed security protects their sensitive 
data. However, the E-passports may not be able to guarantee this 
since inherent security vulnerabilities exist from the very first 
generation of the E-passport. There are threats related to reading 
the information on the chip without the holder‘s consent, such as 
clandestine scanning, clandestine tracking, skimming and 
cloning [45].  

In this section we are reviewing the vulnerabilities associated 
with the use of the first and second RFID E-passport 
generations. The review results are presented in tables listing 
possible attacks and weaknesses in each of the generations.
Furthermore, the tables list both technical and non-technical 
vulnerabilities for each generation. Non-technical vulnerabilities, 
such as bribing an insider, blackmailing, threatening, or 
impersonating are all types of vulnerabilities that exist in the two 
E-passport generations. In the following sections we first discuss 
the first generation vulnerabilities, followed by the description of 
vulnerabilities in the second generation.  

A. First Generation E-passport Security Vulnerabilities 
The security of the RFID E-passports is an area that has been 

heavily researched and a wealth of information is available to 
analyze weaknesses, threats and risks associated with the use of 
E-passports in the different generations. The wealth of 
information has allowed us to develop taxonomy of identified 
vulnerabilities throughout the two generations of RFID E-
passports. Table 2 shows a summary of the vulnerabilities 
including possible attacks and weaknesses that could occur in 
the first generation of the RFID E-passport. 

The first generation of E-passports has some common 
vulnerabilities that can occur in the PA, AA, and in the BAC. In 
the first generation, the Man-in-the-Middle (MITM) attacks are 
hard to defend even with encryption [19], [44].  Also, as shown 
in [44], an attacker can potentially impersonate the card of a 

nearby person to an official RFID reader just by relaying 
messages to and from that nearby person's card. Furthermore, 
[15] illustrates that replay attacks can occur and an attacker can 
listen to the identification of a certain chip and can forward the 
same message to the reader behaving like the original chip.
Rotter describes in [42] how relay attacks occur between a 
legitimate RFID reader and an illegitimate chip and between a
legitimate chip and an illegitimate reader. Also, an attacker can 
use a jammer or blocker for a Denial-of-Service attack 
paralyzing the communication channel between RFID readers 
and E-passport chips [42]. 

Table 2: First Generation E-passport Vulnerabilities and Possible Attacks 

First Generation E-passport Vulnerabilities and Possible Attacks

Passive Authentication Active Authentication Basic Access Control    
Weaknesses/Flaws

Biometric and Data 
leak 21,36

Biometric and Data 
leak 21,36

Biometric and Data 
leak 21,36

Certificate Authority 
key 43

No unique key pair 
generation 2

Low Key Entropy
2,5,9,11,21,26,33,35,36,3
8,38,40,41

Altering chip and 
biometric data 2,27

Calculation of the 
BAC keys 4,38

Attacks
Bribing 27 Bribing 27 Bribing 27
Man in the middle
19,44

Man in the middle
19,44

Man in the middle
19,44

Replay 15,10 Replay 15,10 Replay 15,52

Relay 42 Relay 19,42 Relay 42

Jamming and 
Blocking 42

Jamming and 
Blocking 42

Jamming and 
Blocking 42

Cloning 2,3,4,7,13,25,
26,29,31,32,34,36,38,42,4
5,47

Cloning 10 Brute Force 40,41

Skimming 2,4,5,14,17,
26,27,29,36,37,38,40,45

Side Channel (power 
and timing) 20,36

Side Channel (power 
and timing) 20,36

Tracking 2,11,15,21,26,
37,38,42 Tracking 26 Cipher-text 52

Eavesdropping 3,4,11,
15,17,21,26,27,29,32,33,3
7,38,40,41,42,45

Grandmaster Chess
45,47 Plain-text 52

Spoofing 3
Terrorist act (bomb)
21,26

3.1.1 Passive Authentication (PA) Vulnerabilities 
The PA does not verify that the holder of the E-passport is 

really the owner of the E-passport and does not prevent copying 
of data. This introduces the possibility of cloning and other types 
of attacks. Cloning is copying or duplicating data of a chip found 
in the MRZ to another chip or system without the knowledge of 
the passport holder. This type of attack occurs to the mandatory 
feature of PA. Researchers in [2]-[4], [7], [13], [25], [26], [29], 
[31], [32], [34], [36], [38], [42], [45], [47] have identified that 
cloning is a serious vulnerability and successful attacks can 
compromise confidentiality of the MRZ E-passport chip data. 
Grunwald demonstrated in [31] that the first generation passports 
designed using the ICAO standard can be easily cloned.
Additionally, as shown in [32], copying of data is possible by 
performing the BAC, and then writing the data (including the 
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SOD) to a new RFID chip from which personalization keys are 
known. The result of the cloning is that the data has not been 
changed and therefore even the Passive Authentication will not 
recognize the counterfeit, see [32]. The simplicity of the attack 
has been shown in [50] using a Motorola RFID reader and an 
antenna attached to a computer. 

Beek demonstrated in [7] the possibility to alter and clone the 
first and second generation of E-passport chips. He altered the 
image embedded within the E-passport and demonstrated that 
then the altered chips were passed as genuine. According to [13], 
the Israeli secret service Mossad cloned 1000 British E-passports 
of the first generation, and the airline staff working for Mossad 
may have copied the E-passports of Britons flying to Israel. 
Twelve first generation E-passports were used in the 
assassination of senior Hamas figure Mahmoud al-Mabhouh in 
Dubai after the passports were cloned at different airports while 
the British nationals were on their way to Israel [13]. The 
cloning pose a threat of information leakage (data and 
biometrics) contained in the E-passport chip. Furthermore, 
researchers in [2], [21], [27], [36] illustrated that biometric leak 
and alteration of biometric data are possible. However, the 
ICAO indicated that the optional feature of AA in the first 
generation of E-passports detects cloned chips if implemented by 
the issuing country along with the PA. Moreover, spoofing 
represents a variant of cloning that does not physically replicate 
the RFID chip by using special devices with increased 
functionality, see [3].

Eavesdropping, intercepting or monitoring the 
communication between an E-passport chip to a reader and vice 
versa, is also possible in the first generation of E-passports. The 
eavesdropping can result in stolen sensitive information, such as 
E-passports biometrics, personal information or cryptography 
information. For example, in the first generation, an 
eavesdropper can use an illegitimate RFID reader to eavesdrop 
on channel between an E-passport chip and RFID reader. 
Researchers in [3], [4], [11], [15], [17], [21], [26], [27], [29], 
[32], [33], [37], [38], [40]-[42], [45] emphasize that 
eavesdropping can occur without the E-passport holder 
knowledge. Eavesdropping also may occur to facilitate other 
types of attacks.  

Moreover, the RFID E-passport chips transmit radio waves 
broadcasting information once the E-passport is either partially 
or fully open which makes the E-passports prone to skimming. 
The RF also allows an attacker to track a person once the victim 
opens the passport. According to the ICAO, ten meters (33 ft) is 
enough for an attacker to skim the information when the E-
passport is open or partially open. Furthermore, skimming is a
reading of the content of the data in the MRZ without being 
detected. An attacker can use an illegitimate reader to skim the 
data of the MRZ. Researchers in [2], [4]-[5], [14], [17], [26], 
[27], [29], [36]-[38], [40], [45] pinpoint that skimming is a 
vulnerability to the E-passport holder confidentiality.  

Additionally, as shown in [2], [11], [15], [21], [26], [37],
[38], [42],  the RFID E-passport allows a person to be tracked. 
For example, an attacker can gain access to the sensitive data 
including the Unique Identifier (UID). The UID helps an 

attacker to track an individual using either static or random 
identifier. The type of the UID, static or random, is determined 
by the E-passport issuing country. Researchers in [21], [26]
illustrated that the RFID-bombs is a type of an attack. An 
attacker could trigger the RFID bomb based on the UID.  

Schneier in [43] gave details on how Certificate Authorities 
might be vulnerable and an attacker may get access to the 
Certificate Authority’s key by bribing an insider or to gain 
access to the key due to a human error. An attacker can use 
various social engineering attacks, including blackmailing, and 
threatening an insider who works for the passport issuing 
government agency to bypass the E-passport security [17]. 

3.1.2 Basic Access Control (BAC) Vulnerabilities 
In the BAC, there is a way of figuring out the key by 

knowing the passport number, the date of birth, and the date of 
expiry. The MRZ information which contains three elements: the 
passport number, the date of birth, and the date of expiry 
including their respective check digits can be used by attackers 
to derive the access key seed. In fact, the access key seed can be 
easily calculated. As shown in [40], [41], due to the low entropy 
of 56 bit keys, the BAC is vulnerable to brute-force attacks. [21], 
[29], [45] show that guessing the key based on calculations 
would be sufficient in knowing the access keys. The actual 
entropy mainly depends on the type of the document number. 
For example, for ten-year valid travel document the maximum 
strength of the keys is approximately 56 bit for a numeric 
document number and 73 bit for an alphanumeric document 
number, see [46] for more details. 

As shown in [5], on-line and off-line attacks can be used to 
get the BAC keys. For example, an off-line attack can be 
conducted by eavesdropping on a legitimate communication and 
that the on-line attacks by skimming. Then, after the 
eavesdropping or skimming, the attacker can use brute-force 
attack to get the BAC keys.  

As shown in [52], an eavesdropper might be able to collect 
information about several runs of the protocol and perform a 
cipher-text attack with known partial plain-text attack to obtain 
the session key and/or MRZ information that is necessary to 
create KENC and KMAC. Any loss of KENC or KMAC keys makes the 
E-passport vulnerable to skimming and snooping attacks. 

3.1.3 Active Authentication (AA) Vulnerabilities 
As shown in Table 1, the ICAO indicates that the AA is an 

optional feature allowing issuing countries to implement the 
security feature. The AA increases the cryptographic capabilities 
and this is an advantage over the Passive Authentication because 
the AA comes with faster processing times and works in 
conjunction with the BAC. The AA uses the same key pair for 
every authentication session, no temporal keys for every new 
session and no external or terminal authentication are performed,
see [8]. While risks of cloning are mitigated by the AA, side 
channel attacks (power and timing attacks) on E-passport chips 
can be used to obtain the active authentication private key, see 
[36]. As shown in [20], power and timing attacks assist in 
obtaining the AA private key. Moreover, as shown in [10], the 
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file indicating features of the E-passport is not included in the 
SOD and thus can be modified unnoticed. After removing the 
Active Authentication, the terminal will continue without 
executing the AA procedure, so the chip could be cloned even if 
the original passport was employing AA [10]. 

As shown in [26], an individual can be tracked even if the 
data on the chip cannot be read. They also showed that the AA 
feature enables tracking when used with the RSA or Rabin-
Williams signatures. Sheetal and the ICAO Doc 9303 [45], [47]
show that the Grandmaster Chess attack is similar to 
cryptographic tunneling attack in which the Inspection System 
does not know that a remote chip was authenticated instead of a 
presented one. Furthermore, [19], [42] explained how relay 
attacks on the AA could be dangerous. An attacker in the relay 
attack creates a channel between a legitimate reader and 
illegitimate chip and vice versa. 

B. Second Generation E-passport Security Vulnerabilities 
The second generation of E-passports was implemented to 

help overcome the weaknesses of the first generation. The 
security of the second generation of E-passports depends on the 
Basic Access Control to provide protection to E-passport chip 
data. Table 3 shows a summary of the vulnerabilities associated 
with the use of Chip Authentication v1 and Terminal 
Authentication v1. Furthermore, attackers could use illegal non-
technical ways to get sensitive information from the passport 
holder or by bribing, blackmailing, or threatening a government 
official. 

3.2.1 Chip Authentication (CA) v1 Vulnerabilities 
The second generation CA was introduced to avoid the 

problems associated with the AA and to avoid side channel 
attacks by implementation of secondary cloned chip detection 
algorithm. However, the CA v1 does not successfully mitigate 
side channel attacks [6]. In addition, an attacker could eavesdrop 
on a legitimate communication between a chip and a reader 
using an illegitimate reader. For example, Chothia and Smirnov 
[11] conducted an experiment to trace an E-passport by 
eavesdropping on a legitimate session and by recording the 
encrypted message containing the nonce. Their experiment 
demonstrated that rejected replayed messages of an incorrect 
nonce are different from the replayed messages of failed 
authentication checks. The CA requires high-end processors for 
performing the DH key exchange, which can be viewed as a 
weakness [45]. 

As shown in [52], CA is vulnerable to the Grandmaster 
Chess attack to which the first generation E-passport is also 
vulnerable to (see Section  A.3.1.3). The [52] also shows that the 
BAC does not provide authentication. Therefore, the chip 
establishes a session key even though it is not sure if the 
Inspection System is genuine. The EAC is also vulnerable to 
jamming and blocking attacks. For example, an attacker could 
use a jammer or a blocker to jam communication between the 
RFID reader and the E-passport chip and to perform Denial of 
Service DoS attack [42].

Moreover, dependence on the BAC results in the first 
generation low key entropy weakness (see Section  A.3.1.2) 
especially if the E-passport numbers are sequentially produced 
[52]. For example, an attacker can exploit the weakness of the 
keying scheme to recover the data exchanged between the 
terminal and the E-passport. 
Table 3: Second Generation E-passport Vulnerabilities and Possible Attacks

Second Generation E-passport Vulnerabilities and Possible Attacks

Chip Authentication v1 Terminal Authentication v1
Weaknesses/Flaws

Altering chip and biometric data
2,27

Altering chip and biometric data
2,27

Dependence on the BAC keys 37,52 Stolen Terminal 21

Low-end processors for DH keys 45
Once Valid Readers (expired 
certificate) 36

Attacks
Bribing 27 Bribing 27

Tracking 3,4,12,24,29,39,41,43 Tracking 3,4,12,24,29,39,41,43

Jamming and Blocking 42 Jamming and Blocking 42
Side Channel attack 6 Denial of Service 15,36,37,51,52
Eavesdropping 3,4,11,15,17,21,26,27,
29,32,33,37,38,40,41,42,45
Grandmaster Chess 52

Replay attack15,10

In addition, second generation E-passports are vulnerable to 
attacks by once validated RFID readers. As shown in [36], it is 
possible for a reader with expired certificate to read an E-
passport chip even if the date on the chip was not updated. This 
is due to the passive nature of the chip and because it does not 
use the time information. Furthermore, each country is 
responsible for the implementation and design of the PKI and E-
passport chips and each country has its own unique Answer to 
Reset (ATR) value [31]. The ATR value can be used to track an 
individual. Researchers [36], [37] demonstrated that a person can 
be also tracked using the CA. The chip sends its identification 
details (public key) during the CA even before it has 
authenticated the IS. Therefore, this mechanism allows tracking, 
as an attacker is not required to authenticate to an E-passport 
before obtaining details from the E-passport [37].

3.2.2 Terminal Authentication (TA) v1 Vulnerabilities 
In the second generation, the TA is performed after the CA. 

The TA is vulnerable to the DoS attack [15], [36], [37], [51],
[52]. Nithyanand showed in [36] that an attacker could flood the 
chip with invalid certificates using the RFID reader. Due to the 
limited memory on the chip, this can cause the chip to stop 
functioning. Also, as shown in [36], an attacker can use a 
jammer to jam the RFID signal or block the signal and disrupt 
the communication channel between the RFID reader and E-
passport chip [42]. The TA is vulnerable to once valid readers 
which allow a reader to read an expired certificate. This is 
caused by the passive nature of the chip and can happen when 
the chip was not updated for a while like in cases of infrequent 
travelers [36]. Moreover, Hoepman and his colleagues discussed 
how stolen terminals cannot be revoked. In addition, an attacker 
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could alter chip biometric data by using wax fingers or face 
masks [2], [27]. 

IV. EXAMPLES OF E-PASSPORT SECURITY ANALYSIS USING 
ATTACK PROCESS MODLEING

Attack trees provide a way to systematically analyze ways 
how vulnerabilities in a system or its components can be 
exploited to compromise security of the system. The attack tree 
threat analysis has proved to be useful in developing controls 
mitigating or eliminating possible attacks. In the attack process 
modeling, the attacks are divided into sequences or attack steps 
to be completed to achieve the attack goals. The following two 
examples illustrate the E-passport security analysis using the 
process modeling. 

Example 1: Modeling of exploitation of vulnerabilities in E-
passport security features for the man-in-the-middle attacks. 

Replay to
Reader

Data Leak

Grandmaster
Chess

Man in the
middle

Relay

Authentic
Destination

Spoofing

Tracking
Static UID

Random UID Reverse
Engineering

Unauthentic
destination

Replay
To Reader

To Chip

Fig 1: Man-in-the-Middle Attack Modeling 

The data leak, spoofing and data origin authentication 
(Grandmaster Chess) vulnerabilities make E-passports 
vulnerable to the man-in-the-middle attacks. The attacks are 
modeled in Fig.1. The figure shows relaying of data to authentic 
and unauthentic spoofed destinations, replaying to chip and/or 
reader, and tracking based on the data leak of the UID. 

Example 2: Modeling of attack sequences needed to exploit 
Basic Access Control (BAC) low key entropy vulnerability. 

(1) Social
Engineering to lower
the entropy of BAC

keys

Get BAC
Keys

(2) RFID channel:
Eavesdropping/

Skimming

(3) Pre-computed or
Brute Force attacks

Fig 2: BAC Attack Process Modeling 

The BAC security feature of E-passports of the first and 
second generations was introduced in Section II and the 
limitations of the BAC in securing E-passports were reviewed in 
Section III. The BAC keys are derived from 1) the passport 
number, 2) the date of birth, and 3) the date of expiry. The 
information in the E-passports both in human-readable and 
machine-readable (in the MRZ) are on the photo page of the 
passport. Social engineering attacks enable harvesting of the 
passport holder information that is required for the generation of 
the BAC access keys KENC and KMAC. The passport holder 

information effectively reduces the keys’ entropy and facilitates 
attacks on the cryptographic keys. The entropy of the key is at 
most 56 bits in the ICAO passports and can be reduced because 
of the key generation scheme. Low entropy makes the BAC keys 
vulnerable to attacks. Eavesdropping on the legitimate RFID 
channel can be combined both with pre-computed rainbow table 
attacks and brute force attacks on the BAC access keys. Fig 2
illustrates the steps that attackers can use to get the BAC keys.
The figure also suggests possible ways to defend against the 
attack. While elimination of successful social engineering 
attacks on the information available in human-readable form on 
the photo page of E-passports is unlikely, the online and off-line 
RFID eavesdropping and skimming attacks can be reduced by 
physical, technical, and operational controls. 

CONCLUSION 

In this paper we presented a review of security features and 
vulnerabilities across two generations of the RFID enabled 
passports. The survey shows that some of the vulnerabilities of 
the first generation E-passports have been eliminated by the 
security features of the second generation. The security features 
include Chip Authentication and Terminal Authentication 
mechanisms. Yet, there are countries that are still using the first 
generation E-passports. Moreover, as shown in the paper, there 
are both technical and non-technical vulnerabilities that are 
present in the first and second E-passport generations. The 
presented review can serve as a reference point detailing the 
associated security vulnerabilities linked to the RFID E-passport 
features in the existing passport generations. The presented 
survey also used the attack process modeling methodology to 
assist in profiling possible attack vectors on the RFID enabled 
passports. The findings presented in the paper can be useful in 
developing comprehensive risk management strategies in the 
implementation and use of the RFID E-passports. 
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