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Motivation

e Broy (1999) defines Embedded System as a system that
regulates a physical device by sending control signals to
actuators in reaction to input signals provided by its users and
by sensors capturing the relevant state parameters of the
system.

 Embedded Systems (ES) are present in

different _domains such as automation technology,
automotive, avionics, energy technology or medical
technology.




B
|
Motivation
 |In everyday life, people are dependent on several services

supported by software, many of them transparent to the final
user.

 The majority of ES are less visible, and they run in engines,
brakes, seat belts, airbag, and audio system in your car.

* Furthermore, such systems are designed to repeatedly carry
out a specific function, keeping its operation under different
constraints from the ones of general purpose systems [2], [4]
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Motivation

According to Broy (1999) [1], in the embedded system
domain, more than 50% of the problems occur when the
system is delivered. [misconceptions in capturing
requirements];

These shortcomings are the result of inappropriate
Requirements Engineering (RE) tasks, resulting in incomplete
requirements, incorrect elicitation and specification, high
complexity, and economic or human loss.

A requirements engineering process is crucial to meet time,

cost, and quality goals [7];
5
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Motivation

* Important point;

e Some studies [8-10] have investigated the concepts that
should be considered during Embedded Systems
development. However, these studies did not captured the
core concepts and appropriate evidence.

* Additionally, a systematic investigation was not performed;
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Motivation

e |In fact, there is much confusion among requirements
engineers and stakeholders due to the different kinds of
information that need to be managed.

e A metamodel that capture embedded systems concepts
would constitute a significant step forward to improve the
requirements quality of embedded systems.
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Goals

 Update and evaluate a metamodel (MMA4ES) for embedded
systems;

* Develop a Requirements Engineering Process for Embedded

Systems (REPES) based on the metamodel concepts; In this
research, we focused on elicitation actions.
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Metamodel Development Process

T T Wlaning if T G ueifeaionandexraction N7 (C) Design and construction “-I 7 T(D) Evahiation
[ - T [N
I ! SLR >
| | !
| " Glpssary of Terms RC Document RC Document Metamodel
. | I v Updated evaluated
| ‘- : R
. | - Cat: . - -
i 1-Definethe | :| | 2-Readand 3 - Catalog the | | 4 - Define 5 - Define 1 _
knowledge area, its extract the concepts along | | relationships cardinality 6 - Implement 7 — Evaluate
| . . with their : between between the metamodel | - the metamodel
. objectives and scope core concepts . .
Start | meanings . concepts concepts

Adapted from Usman et al. [19]
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(A) Planning

* Knowledge area
 What is the core set of requirements engineering information

that should be specified by requirements engineers in the
development of embedded systems?;

(B) Identification and extraction

e Data source: articles from our SLR;
* Inspection to identify the embedded systems concepts;

* Concepts definition;
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(C) Design and Construction

* Define relationships and cardinality between concepts;
* Implement the metamodel;

(D) Evaluation

* First evaluation — The metamodel was analyzed three times by
a domain expert to check if the concepts were correct from
his point of view in the context of medical device
development;

e Second evaluation - we tried to demonstrate the utility of the
metamodel by tracing the results of the elicitation process
actions to the embedded systems concepts using the
metamodel as a basis.

11
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(C) Design and ¢

* Define relationshiy
* Implement the me

(D) Evaluation

Class name Relation Cardinality | Class name
Embedded System hasDomainK nowledge 1.1 Domain Knowledge
Embedded System hasAbstractionLevel 1_.0* Abstraction Level
Embedded System hasSoftware 1..1* Software
Embedded System hasStakeholder I.1* Stakcholder
Embedded System hasContext 0.1 Context

Embedded System hasHardware 1..0* Hardware
Embedded System hasAction 1_.0* Action

Embedded System hasBusiness 1..1 Business

Embedded System

hasEnvironmentRequirements

1..0*

Environment Kequirements

Software Hequirements dehines .17 Software

Fanctional Requirements 15-2 Software Regquirement
Mon-Functional Requirements | 1s-a Software Requirement
Hardware hasHardwareEequirements 1..1* Hardware Reqguirements
Hardware Reguirements defines 1..1* Hardware Device
SEnscor 15-2 Hardware Device
Sensor MOnItors 1_.0* Control Vanables
Actuator 15-2 Hardware Device
Actuator generates 1*_ 1% Action

Environment hasEmbeddedSystem 1_.0* Embedded System

* First evaluation — The metamodel was analyzed three times by
a domain expert to check if the concepts were correct from

his point of view

development;

in the context of medical

device

e Second evaluation - we tried to demonstrate the utility of the
metamodel by tracing the results of the elicitation process
actions to the embedded systems concepts using the
metamodel as a basis.
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(C) Design and Construction

* Define relationships and cardinality between concepts;
* Implement the metamodel;

(D) Evaluation

* First evaluation — The metamodel was analyzed three times by
a domain expert to check if the concepts were correct from
his point of view in the context of medical device
development;

e Second evaluation - we tried to demonstrate the utility of the
metamodel by tracing the results of the elicitation process
actions to the embedded systems concepts using the
metamodel as a basis.
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Metamodel for Embedded Systems — MMA4ES

(8-10) Business Role
BusinessRule 1r (2) <<enum=> <<enums>
(11) - Market Pressure : Requi - Name : String SWConnector PortType
- Description : String - Suppliers Relationships : Requi B
~ Migration of Standards * Requi SWConnector : Enum {SWinput, SWOutpLit} - PortType | Enum {SWinput, SWOutput, HWinput, HWOutpout}
1 (48)
(3-7,13-18)
(48) w 1 <<enums> TS
DomainKnowledge Risk RiskType HWConnector (42, 44)
Stakeholder
- Certification Process : Requi _EmE e S - RiskType : Enum {Accepted, Not Accepted} - HWConnector : Enum {HWinput, HWOutput}
a
- Process Infrastructure : Requi Crmeisien © S - Name : String
- Product Infrastructure | Requi B P 9 - Organization : String
- Manufacture : Requi =R RELIR e
EnvironmentalRequirements <<enums==
- Execution Environment : Requi , (24, 25) Probability
1 0 : - Environmental Assumptions : Requi (49)
- Probability : Enum {Frequent, Probable, Occasional, Remote, Implausible}
SoftwareBehaviour | (26) 1 1 (22-23, 26-27) 0. (12)

1| Environment 1

0+
Embedded System 0+ .
/ \l/ (24)
HardwareBehaviour | (57) - System Behaviour : Requi o

) 0r 1 - Desired Behaviour : Requi 1 ControlVariables
——{| Action Lr * ———® |} desired Behaviour Requi 4
15 (30)

- Behavioral requirements : Requi (30)
1 / y e HardwareRequirements 0. (24)

(10-21) | AbstractionLevel ' ! " 4+ 7| - Hardware Consiraint : Requi EnvironmentVvariables
> 12/ or 1 TO g
Context . :
28,29 - (49) v
( ) (45-47) o : Tl - (31-36)
Software Failure HardwareDevice (42, 44)
0. 4//’\\
Softwarelnterface 1 p | - Probability : Probability — 1 1] :a:i;’;’;‘;f:zgm HardwareAdapter
- ConnectorOne : SWConnector 1 1 1 1 7 ,..———19 - Name : String 1 1 - ConnectorCne : HWConnector
- ConnectorTwo : SWConnector SWIHWConnector | ~ Description - String \____/ - ConnectorTwo : HWConnector
(45) 1.0 - PortTypeOne : PortType 1 0 _"/v
Non-Functional Requirements (47) P - PortTypeTwo * PortType q 1 //
— a New Concepts
Sensor Actuator (41) External Interface

- Software Constraint : Requi 0.* (42, 43)

- SafetyFunctional Requirements : Requi (48)

FunctionalRequirements \1 ! (40) Li D UpdatEd CO"CEPt

RequirementsReuse 1.
D Same concepts
usB CAN Serial Serial Peripheral Interface Inter-Integrated Circuit
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Metamodel for Embedded Systems — MMA4ES

MemoryROM Processor Microprocessor
MemoryRAM
&{32-34}1_! / Microcontroller
Buttons Controller HardwareDevice Q/
| - Electronic: Requi Digital Signal Processor Graphical Display
k‘ (37) - Mechanical ; Requi K
- Name : String
Keypad InputUserinterface - Description : String (}'\ £

(38) OutputUserinterface LCD Display

Trimmer Potentiometer LegacyHardware PowerSupply StorageDevice Seven-Segment display
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Metamodel for Embedded Systems — MMA4ES

ReactionToViolationOfPrevention

PreventionOfSafetyRisk

PreventionOfHazards

ResponseTime

PreventionOfSafetylncidents

DetectionOfViolationOfPrevention

| FuelEconomy SecureBoot DeviceTamperingDetection
Throughtput Performance DevelopmentCost
Reliability | | _Safety =
Testability IntrusionDetection&Security
Availabili
Portability ty
Maintainability ProtectionAgainstCyberAttacks
Realtime
HumanMachinelnteraction / SecureCommunication
PowerConsumption Non-Functional Requirements Security |
]—— | Robustness
LowGasEmission — (}\ ™~ Authentication
(31, 47) ] TotalEnergy
Userlinterface - DataSecurity
l ResourceConsumption Area
— LivenessProperties 1
SecureCodeUpdates
Survivability Weight EnergyEfficient TimingConsumption “ Modifiability o
H RepetitionRate
DataPrivacy | | Privacy Unlinkability | | InputOutputSynchronization Time [~ Delay
|
7 I Quantitative
Anonymity Pseudonymity Temporal Resource
Timeout Throughput || Input/Output ResourceAvailiability UtilizationRate
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=i Process Development Methodology

* (1) Knowledge acquisition

* (2) Problem definition

e (3) Mapping of concepts

e (4) Identification of information sources
e (5) Definition of process design

e (6) Development of the process

17 Cln.ufpe.br




=i Process Development Methodology

* (1) Knowledge acquisition

* (2) Problem definition TSR
e (3) Mapping of concepts

e (4) Identification of information sources

e (5) Definition of process design

e (6) Development of the process
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=i Process Development Methodology

() the lack of a requirements
engineering process. (ii) what
should be considered to develop
the RE process?

* (1) Knowledge acquisition/v
* (2) Problem definition

* (3) Mapping of concepts

* (4) Identification of information sources
* (5) Definition of process design

e (6) Development of the process

19
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=i Process Development Methodology

BusinessRule |
- Descnghion  Stning

(3-7,13-18)

* (1) Knowledge acquisition =

* (2) Problem definition /’ R
e (3) Mapping of concepts e ———

28, 29)

* (4) Identification of information sources
e (5) Definition of process design Gy o |
e (6) Development of the process

Non-Functional Requirements

FunctionalRequirements
- SafetyFuncionsl Requiremants . Reau {46)
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=i Process Development Methodology

Sub-process Definition of behavioral requirements

Metamodel Concepts Action,Software Behavior, HardwareBehavior
State of the Art S01,S20,S24,S27,528,529,S31,544,S53,S56,S6
(SLR) 0,562,567,573,S75,S79

ISO/IEC 12207, ISO/IEC 15288, ISO/IEC 15289,
Requirements STD ISO/IEC 29148, Uni-REPM

(1) Knowledge acquisition

C . Metamodel concepts
(2) Problem definition _ Studies of the SLR
(3) Mapping of concepts /' - RE Standards
(4) Identification of information sources
(5) Definition of process design
(6) Development of the process
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=i Process Development Methodology

* (1) Knowledge acquisition

* (2) Problem definition

e (3) Mapping of concepts

e (4) Identification of information sources
e (5) Definition of process design

e (6) Development of the process
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The REPES Process

Process Sub-Processes
N e a——
e Using the process, ES _hjll:_==='—:'l:ﬂf::—f—;—;"“—:3_'—';§;;":f_fiﬂ===—
engineers can Process Area | _ Define cerbication process requirements (CPR) _ | +[ adctoms |

manage the
elicitation activity in
an organized way;

Product infrastructure requirements (PIR)

e 24 sub-processes;

* 89 actions;

e 49 actions related to
requirements
elicitation.

1 Define System Gaoals (DSG)
|__Mdentfication of environmental assumptions (EA) | +[_ shctioms |

1“1“1‘1‘111‘1‘1‘“‘1‘11

REPES Process

- - = H

o Risk management (RMG) 1 =

e st s —
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The REPES Process — Elicitation Actions

SR System Requirements
SE.DSG Define System Goals
22 SR.DSG.al Provide short statements describing what the system must
accomplish
23 SR.D&G.a3 Elicit a set of system goals from stakeholder’s needs
SEIEA Identification of Environmental Assumptions
24  SRIEA.al Establish and document the monitored and controlled vari-
ables
25  SRIEA.aS Establish a list of devices that monitor the monitored and
controlled variables
SE.DER Definition of Behavioral Requirements
26 SR.DER.al Provide a set of sofiware behaviors o document the actions
the software should perform
27T SR.DER.a2 Provide a set of hardware behaviors 10 document the actions
the hardware should perform
SE.MCI Management of Contextual Information
28 SEMCLal Analyze the input documents to identify the contexts that
can affect the system operation
29  SREMCLa2 Identify and document statements, facts, and variables
SHRE Software and Hardware Eeguirements
SHE_HRC Hardware Constraints
30 SHREHRC.al The constraints for each hardware device previously identi-
fied are defined and documented
SHE_HED Hardware Requirements Definition
31 SHEHRD.a? Elicit and specify a set of non-functional requirements that
the hardware devices must [ulfill
32 SHRHRED.a3  Provide an overview of the hardware components o be used
in the development of an embedded system
33 SHRHRD.a4  Elicit the mechanical requirements
34 SHRHRED.aS  Elicit electrical requirements

# ID Description
35 SHRHERD.a6  Identify and docoment the microcontroller of the embedded
system based on the results of previous actions
36 SHRHRD.a9 Elicit a set of manufaciure requirements
SHE.DIO Define Input and Output User Interface
SHE.DIOu.al Define and document interface standards
37  SHR.DIO.a2 Define and document a set of input wser interface
32 SHR.DIO.a3 Define and document a set of outputl user interface
SHE.DSA Define Sensors and Actuators
39 SHRDSAal  Define and document a set of sensors and actuators standards
40 SHRDSA a2  Identify and document a set of sensors
41  SHRDSAaS  Identify and document a set of actuators
SHE.DEI Define External Interfaces and Hardware Adapter
42  SHR.DELal Identify and document a set of extermal interfaces and
hardware adapters standards
43  SHR.DELa2 Idenufy and document a set of external interfaces
44  SHR.DELa3 Identify and document the hardware adapters
SHR.SFC Software Constraints
45  SHRSFC.al Identify and document the software constraints
SHE.SRED Software Reguirements Definition
46  SHR.SRD.al Elicit and document a set of functional software require-
menls
47 SHRSREDa5  Elicit and document a set of non-functional requirements
SER Security Reguirements
SER.EMG Risk Management
48 SER.EMG.al  Identify and document potential risks
SER.FMG Failure Management
49 SER.FMG.al Identify, classify, and document potential software and hand-

ware failures

24
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Process Usage

* Use of the process: when an organization decides to introduce
requirements engineering activities in its embedded systems
development process;

 The actions can be performed in a sequential way to get a
document with the requirements elicited;

e We used a real world scenario related to a medical device as a

proof of concept. The goal is to demonstrate the utility of the
process by presenting examples as results of the actions;

25




Sub-process Definition of behavioral requirements
Metamodel Concepts Action,Software Behavior, HardwareBehavior

State of the Art S01,520,S24,527,528,529,S31,544,553,556,S6

R
.. P rocess U Sd ge (SLR) 0,562,567,573,575,5S79

ISO/IEC 12207, ISO/IEC 15288, ISO/IEC 15289,
Requirements STD ISO/IEC 29148, Uni-REPM

e We used a set of documents as input for the requirements
elicitation process;
e Scenario: Patient-controlled analgesic (PCA) infusion pump;

SoftwareBehaviour | (26) \ \ \ /'] (22-23, 26- 2/ 26 = SR.DBR.al = (i) a.fter the Start
Esi Rl I button has been pushed, a timer
HardwareBehaviour - Systemn Behaviour : Requi . .
Sy AR N counter shall be displayed, and (i
— / - Behavioral requirements : Requi 14| (30) When the |nfus|on IS in progress’ a
SN ey o Haaware L poolean signal shall be displayed.
(28, 29) | Context asan) \f 7 (49>F . 27 - SR.DBR.a2 - (i) after the button A
pe— S ——{Fwan remin k. has been pushed, a red light shall be lit,
- CamsctorCre : SWComector | E f1 ™ and (i) after the dose button has been
- CannectorTwo : SWConnector SWIHWConnector |
—  pushed, two beeps shall be sounded,
and the pump will begin delivering the
demand dose.
SE.DER Definition of Behavioral Requirements
26 SE.DEE.al Provide a et of software behaviors o document the actions

the software should perform
27 SE.DEE.a? Provide a setl of hardware behaviors to document the actions
the hardware should perform 26
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Conclusion

* We propose a metamodel for embedded systems to describe
the main concepts that should be elicited and specified by
requirements engineers; and

* We used the metamodel to guide the development of a
requirements elicitation process;

e The process describes actions for the identification and
definition of embedded systems requirements.

27 Cln.ufpe.br
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Conclusion

 The main contributions of this research are the following:

1.
2.
3.

a knowledge-based metamodel;

a reference metamodel that can be updated in future works;
a metamodel that can be used as input for model
transformation;

an elicitation process;

the process can be used as a guide to assess the
requirements activities of organizations.

28 Cln.ufpe.br
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Limitations

1. Only a metamodel cannot address all characteristics of an ES
for a specific domain;

2. The metamodel and the requirements elicitation process was
not evaluated in the industry yet; and

3. A threat may be the selection of actions that are included in
the REPES process since they were based on the metamodel
concepts and RE standards.

29 Cln.ufpe.br
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Research directions

1. How can we evaluate the completeness of the proposed
metamodel?

2. How can we extend the metamodel to represent the specific
characteristics of the different domains of an ES?

3. How can we evaluate whether the process has sufficient coverage
of actions?

4. How can we validate the usefulness and ease of use of the
process?

5. How can we develop a CASE tool to support the process?

6. How can we conduct a comparative analysis with other studies
using the same case study (PCA)?

30 Cln.ufpe.br
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